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Preface 

This document aims to guide the user to understand NEXGO Cloud System and 

help user to manage their POS devices. 

Concept 

Terminology Explanation 

Distributor The customers of NEXGO, each customer can create 

sub-distributors according to their business. 

Device The physical equipment, produced by the vendor 

such as NEXGO. 

Merchant The stores which are using the POS device. Normally 

defined by the payment system. 

Terminal The device which is using for the business. Normally 

defined by the payment system. 

OTA The firmware of Android devices, normally released 

by the vendor, such as NEXGO. 

Tag User can put multiple tags for each device SN, all tags 

are the same level and it is different with group. 

Profile User can schedule a profile for POS terminal 

upgrades. 

Terminal 

Supported Models 

NEXGO cloud system supports all NEXGO device models, including Android and 

Linux devices. 

Android models: 
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N5/N86/N3/N6/P200/UN20/N82 

Linux models: 

G5/T6/G2-4G/K300-4G/T2/G2S 

Communication 

NEXGO cloud system supports two kinds of connection: short connection (https) 

and long connection (MQTT). The device actively sends information to system by 

short connection, system can send commands to devices real-time by long 

connection. 

Below is the communication progress: 

Terminal Cloud

Subscribe

Execute Command

Update terminal information

MQ

Get Upgrading Task

Download

Install

Update result
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Client Application 

TMS Client 

The main client application on POS, pre-installed by NEXGO factory.  

The device information is uploaded by this client app. It also can subscribe the 

topic which created by the system, the messages published by system will reach to 

this client, then it will execute the corresponding actions on device. 

 

Remote Assist 

This is a client application which used for communicating with remote assistance 

module, it builds the connection in order to synchronize the desktop with cloud 

system, and respond to the operating instructions from the system, and it also can 

upload files to system, such as log files. 

 

Terminal Care 

This is the client application which used for diagnosis the status of POS hardware 

modules, such as card readers, network strength, GPS location etc. it requires 

manually checking & confirmation to judge whether the data is correct or not. Then 

this client application will upload the results to NEXGO Cloud system. 

 

AppToGo 

Used for the App Store. 

It can display the apps which configured on Cloud App Store. Device holders can 

choose the apps and get installation. 

Website 

User can manage/push updates through the website, user also can get some 

updates notification from NEXGO team, such as new OTA packages, new batch of 

serial numbers etc. 
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When customer ordered new batch of device, NEXGO will manufacture and 

import the S/N into the system; when customer required the modification in 

firmware, NEXGO will develop it, then upload into the system, customer can see the 

new package directly, don’t need to upload it again. 

System contains 5 main modules: 

Upgrades/Devices/Service/Distributors/Settings. 

Upgrades: managing/checking the software packages and pushing records. 

Devices: managing/checking the device/tag/merchant information. 

Service: managing the app store features. 

Distributors: managing the role/user and sub-distributors. 

Settings: checking the web logs and system settings. 

Login 

Normally NEXGO salesman and NEXGO customer will decide together about the 

XTMS position of deployment. In this document, we will describe in NEXGO server. 

Website URL: https://cloud.nexgoglobal.com/ 

The default server URL in POS: https://cloud.nexgoglobal.com:6665/ 

Account/Password: provided by NEXGO salesman. 

NEXGO salesman will request a demo account for NEXGO customer, after get the 

account, customer can log into system with the given account and password. 

 

https://cloud.nexgoglobal.com/
https://cloud.nexgoglobal.com:6665/
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If forget the password, user can find the password by clicking [Forgot Password], 

the pre-condition is filling your email in the system for account. 

If password was wrong, system will provide the verification code for check, after 

5 times of fails, system will block this account for 5 minutes. 

 

If user enabled Dual-Auth for login, system will send the verification code to the 

email, user needs to input it when login. 

 

Currently, NEXGO cloud system supports Chinese and English and Spanish, if user 

requires the other language, just add the new language package into system. User 

can switch the language on the top-right corner. 

User can also change the language after login. 
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Home 

After login, system will forward to Home, user can check the statistics 

information. 

Firstly, user can check the overviews of device/merchant status, contains the number 

of total/activated/online. 

On home page, also displaying the trend of devices/merchants activated number 

for recent 1 week or 1 month. What’s more, user can view the version distribution of 

an application. 

 

On the right part, user can see the ranking list of app installations, including the 
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app package name and version information. 

 

In addition, users can customize their homepage layout, add or delete cards at 

any time, or change the position of cards by dragging. 
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Account Center 

User can edit account, modify password, manage the Dual-Auth and so on in this 

part. 

 

 

Among them, Dual-Auth includes two methods: Email and Google Authenticator, 

and users can choose one of them for authentication. 
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 When user want to change the status or email address for Dual-Auth, system will 

send code for verification. 

 

Distributors (how to manage distributors/accounts?) 

 In this part, user can manage all distributor information, including himself and 

sub-distributors. 

Some of customers are the PSP Company, they provide devices and service for 

their client, such as the banks, and sometimes the banks want to manage their 

devices by themselves. In this system, PSP Company can create distributor for the 

bank, and provide service for the bank. 
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Me 

 User can manage the roles/ordinary users/authorization to parent distributors 

/basic information in this distributor. 

Role 

The permission design of NEXGO Cloud System is based on the RBAC. User 

should check the menus when creating new role, besides, the action rights is 

extended in this system, which means the user can set the rights of button/link/… in 

each page. 

Only the major account can manage the roles for the belonged distributor. 

 

After chose a role, user can assign this role permission to users. 
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User 

For each distributor, there are two kinds of accounts: the unique major account 

and ordinary account. Major account is created/managed by the parent distributor, 

ordinary accounts are created/managed by the major account, and ordinary accounts 

cannot create/manage other accounts. 

 

Major account can reset password/set permission/edit basic information for the 

ordinary accounts. 

Authorization Management 

Sometimes, as distributors, they want their parent distributors to be able to 

manage their devices across level. This part implements the function of cross level 

management. 
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However, users need to authorize the parent distributor in the sub-distributor. 

First, fill in the account or email they will authorize. 

 

Then, assign the permissions menu, select the authorization period and input 

the login password to confirm. 

  

Finally, users can edit/delete/disabled the authorization. 
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 In addition, the parent distributor can check the basic information of the 

authorization and switch to the sub-distributor to manage their devices, and then 

also quickly switch back. 

 

 

 

My Page 

In this part, user can manage the basic information here, such as country/time 

zone/detail address etc. 
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Sub-Distributor 

Please set the correct time zone & country/region for the new distributor, 

because it will decide some settings for the new distributor, such as the Amap or 

Google map. 

When creating sub-distributor, the major account for this sub-distributor needs 

to be created at the same time, and user should set the permissions for the major 

account. 

 

Notice: 

The data of each distributor is independence, which means each distributor 

cannot see any data of other distributors, but the parent distributor can know the 

usage of sub-distributor. 

For more convenient management of distributors and their user accounts, 

system provides another way to display the contents. Parent distributor can 

search/add sub-distributor in the left of page, after clicked the distributor bar, system 

will search out the sub-distributor details, which contains the 

devices/apps/merchants/accounts information. 
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User can check statistics and details of the devices. 
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User can also check all applications in the private market and their details of 

download and installation. 

 

 

In addition, merchant information is available to parent distributor. 
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Major account information and general account information can also be viewed, 

and user can reset password/edit permission for the major account. 

 

Devices (how to manage devices?) 

NEXGO suggests managing the devices with tag, customers can create tags as 

their wish. 



 

 23 

For example, customer-A wants to create the tag according to the device model, 

so he created N5/N3/N86 etc. but customer B wants to create tag according to their 

business partner, so he created Nike/Adidas/Columbia/ etc. 

 

Tags 

Add Tag 

NEXGO team helps the customers to import the S/N, customers just need to 

login the website and manage their devices.  

 

Add/Import SN into Tag 

After created tag, user can add/import SN into the new tag. 

User can add the S/N to new tag one by one, or import the Excel file for batch 
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operation. Please remember that download the template Excel firstly. 

 

  

Lastly, click the button [Import] to save the changes, user can see the device list 

in this new tag. 

 

Remove SN from Tag 

 Besides of [Add Device] is [Remove], user can remove SNs from tag through this 

operation. The progress is similar with adding device, user can remove SN one by one, 

or remove batch of devices through importing Excel. 
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 When moving the mouse to the SN card, system will display the button of 

[Delete], user can remove it from tag directly. 

 

Delete Tag 

 User can delete tag by clicking the symbol of trash box. When the tag is chosen 

by the profile and the status of profile is processing, it could not be deleted, user 

should go to profile and stop the profile firstly, then user can delete the tag. After 

deleted tag, it would be removed from the devices at the same time. 
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Device List 

 User can manage/check the devices in this module. Basically, system will display 

the device list and some simple statistics data, such as total/active/online units. 

 User can filter by device status/model type/device model and tags. 

 Description of tag condition:  

 Union: devices have any one of chosen tags. 

 Intersection: devices have all of chosen tags at the same time. 

 

Device Software Export 

User can export the device software after filter by conditions. System will 

generate Excel file which including the firmware and application information, and 

separate them into two different sheets. 
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Device Management 

Choose the tag and click the device card on the right part, or click the SN in the 

device list, user can manage the specific device. 

User can copy the SN by clicking the button besides SN. 
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GEO-Fence (Android Only) 

 Note: Please enable location service in [System Settings] if needed. 

User can check and configure the device in this page. 

When enter the details page, user can check the basic information, such as 

firmware version, device language, device IP, battery, data flow and so on. 

User also can click the green refresh button to inform the device to upload 

information immediately. 

 

In the center of the basic tab is the device location based on Amap. User can set 

the Geo-fence or set device lock on the top-right corner of map. 

When setting Geo-fence, user can set the valid radius and the interval time for 
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locate, user also need to set the set the rule for cross the Geo-fence devices, NEXGO 

Cloud system supports locking device or sending notification email when 

cross the Geo-fence. 

Note: the rule for cross the Geo-fence device is working for all the devices for the 

current distributor. 

   

Locking Device (Android Only) 

In some cases, the device has to be stopped for using, for example, the device is 

stolen, user can lock the device immediately, and let the device display the reason for 

locking. 

After the device is manually locked, it can only unlock by manual, which means 

only the system operator can unlock it. 

 

Device Applications 

In the tab [Application], user also can check the applications which installed in 

this device, and push/uninstall the applications to this device. 
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System recorded the installation and uninstallation history for this device. 

 

 For Linux devices, user can not push app to device in this menu, because there is 

no MQTT connection for Linux device. 
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Device Settings (Android Only) 

It displays the device performance in the tab [Settings]. More, user can operate 

some modules of the device in real time, such as switch on/off the card-

readers/printer/screen saver. 

 

User can send message to this device in real-time, the device will display the 

message immediately. 

 

Remote Assistance (Android Only) 

In some cases, the post-sale engineer should help the merchant to check/fix 

issue on the device. In the past, they had to go to the location of the merchant, to 

check the devices. Now, NEXGO Cloud system provides the remote assistance, it can 
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build the connection between the device and Cloud system, project the device 

screen content to the system webpage, the operation on the webpage is working to 

the connected device. Of course, before the connecting, the merchant should accept 

the remote connection, if the client app for remote assistance is not installed, device 

will request the installation firstly. 

   

   

In addition to remotely operating the device, users can also upload certain files 

to the system, such as the logs, pictures etc. 
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Device Tasks 

Generally, there are batch of upgrading tasks for each device, such as 

OTA/APP/Parameter/Certificate/Boot Animation/Screen Saver etc. user can get all of 

the tasks in the tab of [Task Details]. 

 

 For Linux devices, there are no Cert/Boot Animation/Screen saver tasks, and only 

App/Param/OTA(Firmware) tasks. 

 

Device Transactions (Android Only) 

User can check the device transactions, which shows the number of tapping, 

swiping and inserting of the device yesterday or this month, as well as the statistics 

of the number of transactions in the previous month/year. 
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Device Operation Logs 

User can also check the device logs, which contains the operation history. User 

can check some brief records here, such as NEXGO Send message: 1111 (someone 

did what on sometime). 

 

If the device is missed, user can add [End-of-Life] status for the device. For now, 

the functions are the same even after set the end-of-life status. 



 

 35 

Device Map (Android Only) 

User can see the location distribution of all devices in this menu, if there are 

multiple devices in one location, it will display the counts of that location. User can 

zoom in or out to check the distribution details. 

 

When the certain device position is clicked, system will display the device S/N 

with the modules status (card-readers/printer/Bluetooth), this status means the 

application can open/close the module from SDK. 

 

Device Allocation 

When exists sub-distributors in system, user need to allocate the device to them, 
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user also can allocate the devices to the parent-distributor. System provides the 

batch allocation with Excel. 

 

  

Messages 

In some cases, such as OTA upgrading, user maybe want to push message to 

multiple devices. User can create new message and choose the tags to achieve it. The 

devices which own the chosen tags will get the message immediately (only working 

for Android devices). The Android devices will get and display the sent message in 
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the valid period. If the device is power off when message pushing, it will access to 

Nexgo Cloud when power on and get the scheduled message. 

  

Merchants 

In this part, user can manage the merchants and terminal. In fact, the merchant 

and terminal information comes from the payment system, such as MID/TID. 

User can import batch data with Excel file. 
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User can filter by the merchant information, and export the merchant & terminal 

information (only the merchants which own terminal information will be exported). 

 

Regarding the merchant & terminal parameters, system will download them to 

the matched devices by auto after modification. 

Merchant 

When adding the merchant information, user also can add the related TID 

(multiple). 

If user wants to import batch of merchant information by Excel, NEXGO suggests 

getting the Excel template file at first, then fill the content and upload to system. 
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Below is the Excel template content and the logic for import. 

 

In above excel, if the columns are not empty from column “L”, the content will be 

imported as merchant extended params, the parameter key should be put in table 

header position (the gray line), please note that the extended param values should 

be matched with the MID. 

 

In above excel, if the columns are not empty from column “B”, the content will 

be imported as terminal extended params, the parameter key should be put in table 

header position (the gray line), please note that the extended param values should 

be matched with the TID. 
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Batch Import
(Requiring 

MID & 
Merchant)

MID in 
DB?

Update 
Merchant 
Info

Insert 
Merchant 
Info

TID 
Field?

TID in 
DB?

Bind with 
MID

Insert TID 
Info

SN Field?

SN in DB?

Bind with 
TID

End

Y

N

Y

Y

Y

Y

N

N

N

N

Extenal 
Params in 
Sheet-1?

Insert 
Merchant 
extended 
params

Extenal 
Params in 
Sheet-2?

Insert 
Terminal 
extended 
params

Y

N

N

Y

 

The system supports users to add some merchant parameters. The merchant 

information and extended params will be downloaded to the POS device. Maximal 10 

parameters can be added here, and for each parameter item, the max string length is 

64 bits. 
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Note: When editing the extended params, the format is key-value (the 1st line is 

the key, the 2nd line is the value), and these params are downloaded to POS device 

with JSON format. 

 

Terminal 

Except the terminal importing with Excel, users also can add the terminals by 

manual in the merchant detail page. 

It displays the terminal list on the right part page. If user filled the SN when 

adding the TID, they will be bound together after TID added. 

Users also can add some extend parameter for the terminal, the TID and the 

extended params will be downloaded to the POS device. Maximal 10 parameters can 

be added here, and for each parameter item, the max string length is 64 bits. 



 

 42 

 

Upgrades (how to manage Apps?) 

 There is 2 ways for pushing updates: general and profile. 

 General upgrades: the upgrading tasks in [Task List]. User can push software by 

tags/devices/imported excel file (please note the difference of tag intersection and 

tag union). It would be finish automatically when the progress is 100%, user can close 

the processing tasks by manual. When the task is finish/closed, no devices can get 

this update ever. 

 Profile upgrades: User can schedule upgrading with profile, profile means user 

can filter devices by tags/models/merchants, then bind with the Apps/Params and 

set effecting time for the profile. The devices (existing or new imported) which match 

the condition will get the Apps/Params in the profile. 

Task Center 

 System provides task center to check the overview/details of tasks. In this part, 

user can see all of the tasks, and check the task counts of different status 

(executing/finish/closed). 

 Executing: devices are requesting the updates. 

 Finish: all of target devices got the updates already, system stopped it by auto. 
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 Closed: user closed task by manual. 

 

 Firstly, system displays the statistic information for all of the tasks. 

 

 Secondly, system displays the statistic information for each kinds of tasks 

(App/Param/…). 

 

 When user move the mouse to one kind of task (Example: App), system will 

display the executing tasks. 



 

 44 

 

 User can filter the tasks by pushing way/status etc., check the upgrading details 

for each task and export the push details. 

 

 To quicker search for a specific device, user can input the SN to query in the 3rd 

tab. 
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Task List 

 Contains App (Android)/Params/Firmware (Android)/Certificate 

(Android)/Screen Saver (Android)/Boot Animation (Android)/Linux App/Linux 

Firmware. 

App (Android) 

 User can manage Android Apps in this part. Such as uploading APK, filter by 

Category/Model/Source, configuring the signature settings, checking the pushing 

records etc. 
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User can manage the Apps in the page [App]. 

 

Upload Apps 

For the same distributor, system can upload the same app package name, but 

the app version must be unique, that means the same version of application is not 

allowed to the system. User should select the category, upload the icon/screenshots, 

and fill some introduction for the uploading application. 

User also can determine whether get signature for this uploading app from SMS 

or not. 
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App Test/Publish 

When enter the app details page, user can update the app in the tab [App 

Version]. In some cases, user need to test the latest app on few devices, if there is no 

issue with the latest version, then release to the stable version. System accepts Beta 

version for test. 

 

After uploaded the Beta version, user can set the target devices for test, then 

push this Beta version to them. User can see the installation status in the tab 

[Pushing Records]. 
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If there is no issue with the Beta version, user can publish it to stable. 

 

When user want to upload/publish official/stable version, user can upload the 
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new app by clicking the button [+Publish] in the left part. 

 

Note: 

 If new version is published, user should stop the executing tasks in tab [Pushing 

Records], then schedule new upgrading, then the devices will get this new version. 

 

 If the app is shared to other distributors, after published new version, distributors 

should pull it from the cart manually. 

App Pushing 

After app was uploaded, user can push it to the devices. 

System will ask user whether pushing parameter for the chosen app, if there are 

relevant parameter files, user can choose the matched parameter file to push at the 



 

 50 

same time, lastly user should select the target tags for pushing. 

 

  

If there is no relevant parameter file, user only need to choose the tags or 

specific devices for pushing. When there are lots of target devices, user can import 

the excel file in the 3rd tab. 
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After chosen the target tags/devices, user can select the version to be pushed, 

determine when the device will start the update by choosing [Timed Task] and 

whether automatically start this app or not after installation. 

 

Note: If pushing like this way, it will be working only for the tags the user selected, 

but for the other tags, the executing tasks are still there. 

Example: user pushed App-1(v1.0) to devices in Tag-1, then user uploaded App-

1(v1.1) to system, and pushed to Tag-2 as this way, the devices in Tag-2 will get App-

1(v1.1), but the devices in Tag-1 still get App-1(v1.0). If user wants the devices in Tag-

1 to get App-1(v1.1) also, user can choose all the target tags(means both Tag-1 and 

Tag-2) when pushing. 
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App Details 

User can check the app details by clicking the app card. In the details page, it 

contains the basic information/app version/parameter settings/pushing records/sales 

status. 

 

User can push/upgrade/edit/share/delete his private apps in the tab of basic 

information. After shared, sub-distributes can get this app in their app cart. 

User can download/delete the specified version of the app in the tab of the app 

version.  

 

User can check the processing status/reason/update time of each device and 

export the task details. 
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Get Shared Apps 

User can get the shared apps from Nexgo Public Store. In Nexgo [Developer 

Platform], the developers can share the apps to Nexgo Public Store (also they can set 

the price for the apps), each distributor can get apps from this public store. 

User also can get the shared apps from parent distribute by clicking the app cart. 

The shared apps also can be pushed to the devices. 

 

Before get apps from Nexgo Public Store, system will require to sign the app. 

Distributors can get the App ID & Secret Key from Nexgo Security System. 
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Check the menu [Nexgo Store] is another way to get App from Nexgo Public 

Store, user can get the Apps more clearly here. 
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Note: the sub-distributor got the shared app from the parent-distributor, when 

the parent-distributor deleted this shared app, system will close all the upgrading 

tasks for this shared app for both parent & sub distributors. 

System will stop all the executing tasks when delete application. 

 

 

Param 

Parameter Content 

Nexgo provides the parameter template for customers, system can accept self-

defined parameter files for pushing. 

 

User can export the parameter pushing records, please filter by date and choose 
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the target parameter files which need to be exported. 

 

Below is the exported excel content. 

 

Nexgo Template 

In order to be compatible with the parameter module of XTMS3.0, Nexgo Cloud 

System copied the parameter content from XTMS3.0. 

 

Similar with XTMS 3.0, Nexgo Cloud System contains the same parameter 

modules: Basic/Acquirement/Issuer/EMV/Contactless/Specific. 

There is a switch in each module, only the enabled parameters can be downloaded 

to the device. 
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About the selections, user can configure the option items by clicking the [Config].  

 

Below is the example configuration of [Passwords]. 

 

For the tab of [SPC_Param], system provide 3 different kinds of parameter item: 

Character/Number/Boolean. For the type of character, mixlength & maxlength mean 

the limitation of the string, the maximal length of string is 512; for the type of 

number, min & max mean the limitation of number value; for the type of Boolean, 

only 0/1 can be downloaded. 
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After filled the contents, please don’t forget to click save in each parameter 

module, system will increase the version of this parameter, then click [Push] to 

generate the upgrading tasks. 
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After created new parameter files, user can edit the parameter contents by 

clicking the parameter name. 

  

In some cases, users want to copy the parameter items, then modify few values 

for the new parameter profile. So, Cloud system provide the feature of parameter 

clone. 

Note: when user click clone and name for the new parameter profile, only the 

items in the database will be cloned, please don’t forget to generate param file 

before pushing. 
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User also can delete the created parameter by clicking the button [Delete]. 

 

Self-Define File 

Users can import the textual self-defined parameter file to the system, but 

system doesn’t support to edit it. 
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Users can check the pushing records by clicking the parameter file name. 
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Pushing 

Same with the pushing process of App, user can push the parameter file to tags 

or specific devices, user can choose the specific SN or import batch of SN from Excel. 

It’s required to choose the related app firstly. 

   

 Same with the app pushing flow, after selected tags/devices, user also can 

determine when this task will take effect by choosing [Timed Task]. 
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After downloaded to the Android device, the TMS client app will broadcast in the 

device, the apps should update this new parameter file soon. User also can get it in 

the device directory: /xtms_param/app/ [package name]/ 

If the device is binding with merchant, it will get the merchant parameters when 

pushing, the parameter file name is the app package name + [.param]. The target 

parameter file name is the same with the file name on website. TMS client app will 

integrate these two parameters in a fixed file name: DeviceConfig.param 

But when the Linux devices got the parameter file from Nexgo Cloud, the 

parameter file would be saved in directory: /mtd0/[app]/ 

  

User can check the pushing status in the tab [pushing records]. In this page, user 

can stop the executing tasks, user also can check for the device whether get 

downloaded or not. 
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Note: When user edited the parameter items and want to update it to the 

devices, please stop the “Executing” tasks then push again. Or click [Push] to refresh 

the upgrading tasks, in this case, system will stop the “Executing” tasks and generate 

new tasks automatically. 

 

Firmware 

Normally, NEXGO releases the new version of OTA, and upload it to Cloud system 

with the operator account. After the distributor account logged into system, user can 

check the new releases by clicking the bells on the top-right corner. 
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After got the new OTA, user can push to tags/specific devices, the pushing steps 

are same with the app pushing. After selected the tags/devices, user also can 

determine when this task will take effect by choosing [Timed Task]. 

User can click [Download] to get the OTA for manually installation. 
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In order to facilitate users to manage firmware, Nexgo provides more free 

operation permissions, that is, users can push historical versions of smart firmware 

as needed. When there are many firmware, in order to facilitate users to quickly find 

the desired firmware, NEXGO provides firmware attention function. 

 

     

 

Example: User pushed OTA(V1.1.0_N86000001) to Tag(Hu-Test); then user pushed 

OTA(V1.1.0_N86000002) to Tags(Hu-Test & Merchant Test 1), system will close the task for 

OTA(V1.1.0_N86000001) for Tag(Hu-Test), and schedule upgrading tasks for 

OTA(V1.1.0_N86000002) for Tags(Hu-Test & Merchant Test 1); lastly user pushed 
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OTA(V1.1.0_N86000003) to Tag(Merchant Test 1), system will close the task for 

OTA(V1.1.0_N86000002) for Tag(Merchant Test 1), and schedule upgrading tasks for 

OTA(V1.1.0_N86000003) for Tags(Merchant Test 1), but for Tag(Hu-Test), it keeps the 

executing task -- OTA(V1.1.0_N86000002). 

 

 

 

Screen Saver 

Firstly, system will display the uploaded screen saver list, user can add new 

screen saver by clicking button [Add]. 
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System provides different resolution according to device models, after upload 

the required pictures, user can preview the results on left part. 

 

 User can add screen saver pictures for different resolutions. At one moment, 

only one picture can be edited, if user wants to upload screen saver picture for 

different resolution, please click [Confirm] and then click [Add files] to add for other 

resolution. 
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 After saved the pictures, user can push it to devices, the pushing way is same 

with App. 
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Boot Animation 

Firstly, system will display the uploaded boot animation list, user can add new 

boot animation by clicking button [Add]. 

 

Please notice the packing rules when generating the animation file (.zip). 

The pushing way is the same with screen saver. 
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Linux App 

 Nexgo Linux devices also can be managed by Nexgo Cloud system. Different with 

android devices, all of Linux devices only support the heartbeat connection, which 

means there is no MQTT with Linux devices, so they will access to system by cycle. 

Nexgo team provides TMU for packing the Linux app and firmware, developer 

should pack the files with TMU before uploading on Nexgo Cloud system, and 

normally the packed app is end with [.zip]. 

Different with android apps, Linux app is working for a specific Linux device 

model, so user should choose a single device model when uploading. Nexgo Cloud 

will parse the app when uploading, and display the basic information like app name, 

version and file size etc. 
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The pushing way is same with the Android App pushing. 

 

User can manage the versions of the app in the tab of the app info.  
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Same with android app, user can relevant the parameters for the app, user also 

can check the pushing records and the details of each task. 

 

Linux Firmware 

Same with the Android OTA, the Linux firmware file is released/uploaded by 

Nexgo team, the distributor users can only check/push it. But user can only choose 

the target tags/devices for pushing. 
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Profile 

 User can set profile for upgrading, profile means user can filter devices by 

tags/models/merchants and set the Apps/Params, and set effect period for update. 

 Please note the difference of tag intersection and union. 



 

 77 
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 User can set the parameters for each App. 
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 After configured profile, user can check the status by clicking the profile card. 

 

 

 The devices which match the condition will get the updates in this profile. Even 

user put new devices in the tag/merchant/model, the new devices can also get 

updates in this profile. 

Services (how to manage AppStore?) 

Nexgo Store 

 User can get Apps from Nexgo store, such as new version of XTMS client App. 

When the 3rd developers uploaded Apps in Nexgo Developer Platform, and Cloud 

system administrator audited these Apps, system would display them here. 
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Kiosk Mode 

User can set kiosk mode and auto-start for multiple Apps in the following Cloud 

page. Kiosk mode is for the self-service scenario, user cannot exit this App easily 

after enable the mode. However, please rest assured that there are two ways for 

users to exit the kiosk mode, refer to [Help] bar in the right of the following Cloud 

page. In addition, there is some information is available for users' reference about 

kiosk mode on this page. 

 

 

My Store 

Each distributor owns the private app store, there is the client app for app store 
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connection. User can manage the carousels and featured apps in the recommend tab 

in this page. 

 

Before the client app connect to system, it’s required to register with the 

merchant email. 

  

User can define the App categories, if this is enabled, the App store of this 

distributor will drop the App categories which defined by Nexgo. 
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App Statistics 

User can get the overview of App information, such as downloads/data 

usage/usage time of each App etc. 

Note: This feature requires XTMS client App version greater than 5.1.6 and App 

Store client App version greater 2.0.3. 

 



 

 83 

 

 

 

 In addition, users can asynchronously download Apps’ statistics. Users need to 

select Apps, filter devices, and then waiting for the download task completed. After 

downloaded, website will send a message to inform, users can click the message and 

download the excel file. Please refer to the following pictures for operation. 
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Shared App 

User can manage the shared Apps in [Shared App]. 
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Settings (how to configure device settings?) 

Web Logs 

User can check the login/operation records in this page. For each tab, the 

account/client IP/operation time/operation result is basic information, in operation 

tab, the request URL is necessary. 
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System Settings 

User can set [Heartbeat Cycle], enable [Location] and can set [Connection 

Period]. 

 

 For the devices which installed App Store client, it would check update from 

Cloud system after enabled [Check Update] in [AppStore Settings]. 
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 Regarding the [XTMS client App Settings], all of these settings are not real-time 

effects, that means after finish the settings, device will get them in next heartbeat 

request, then affect to next-next heartbeat. 

 

[Wi-Fi Only]: If user enabled this, devices will get updates only connected to Wi-

Fi, otherwise devices will get updates no matter SIM card or Wi-Fi module. 

[Heartbeat Cycle]: Only working for Android devices. The minimal heartbeat 

cycle is 5 minutes, the maximal heartbeat is 6 hours.  

[Location]: Default value is [Disabled], please enable it manually when user 

wants to use it. If user disabled this option, the device will not upload the location 

information to Cloud system, and in the device details page, system will not display 

location and Geo-Fence module, the [Device Map] menu will not display also. 
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FAQ 

1. How to check the XTMS client version? 

 

 

2. How to check the update server? 
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3. How to check the certificate for app signature? 

 

 

4. How to implement automatic signature? 

User can get App ID and Secret Key from the SMS platform and configure them 

on Nexgo Cloud. 

 

 

 

5. After we configured parameters for applications, how to find the path in our 

devices?  

Taking the RemoteAssist application as an example: 

N3: /storage/emulated/0/xtms_param/app/com.xgd.remotecontrol 
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N86: /N86/Internal shared storage/xtms_param/com.xgd.remotecontrol 

Noted: When we first push an application and relevant parameters together, the 

path will be automatically created. But if we were just pushing an application for the 

first time, it cannot be automatically created, only after pushing parameters to the 

application will it be automatically created. 
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