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Preface

This document aims to guide the user to understand NEXGO Cloud System and

help user to manage their POS devices.

Concept

Terminology Explanation

Distributor The customers of NEXGO, each customer can create
sub-distributors according to their business.

Device The physical equipment, produced by the vendor
such as NEXGO.

Merchant The stores which are using the POS device. Normally
defined by the payment system.

Terminal The device which is using for the business. Normally
defined by the payment system.

OTA The firmware of Android devices, normally released
by the vendor, such as NEXGO.

Tag User can put multiple tags for each device SN, all tags
are the same level and it is different with group.

Profile User can schedule a profile for POS terminal
upgrades.

Terminal

Supported Models

NEXGO cloud system supports all NEXGO device models, including Android and
Linux devices.

Android models:
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N5/N86/N3/N6/P200/UN20/N82
Linux models:

G5/T6/G2-4G/K300-4G/T2/G2S
Communication

NEXGO cloud system supports two kinds of connection: short connection (https)
and long connection (MQTT). The device actively sends information to system by
short connection, system can send commands to devices real-time by long
connection.

Below is the communication progress:

Get MQ Param—» Create Topic—»

e Feedback

Subscribe .

D*PUbliSh—»

Get Command

Execute Command

—Upload Information—

Update terminal information

o Feedback ‘

Hearbeat ‘

Get Upgrading Task
e Feedback ‘

Download

Install

———1Upload result

Update result
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Client Application

TMS Client

The main client application on POS, pre-installed by NEXGO factory.

The device information is uploaded by this client app. It also can subscribe the
topic which created by the system, the messages published by system will reach to

this client, then it will execute the corresponding actions on device.

Remote Assist

This is a client application which used for communicating with remote assistance
module, it builds the connection in order to synchronize the desktop with cloud
system, and respond to the operating instructions from the system, and it also can

upload files to system, such as log files.

Terminal Care

This is the client application which used for diagnosis the status of POS hardware
modules, such as card readers, network strength, GPS location etc. it requires
manually checking & confirmation to judge whether the data is correct or not. Then

this client application will upload the results to NEXGO Cloud system.

AppToGo
Used for the App Store.
It can display the apps which configured on Cloud App Store. Device holders can

choose the apps and get installation.

Website

User can manage/push updates through the website, user also can get some
updates notification from NEXGO team, such as new OTA packages, new batch of

serial numbers etc.
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When customer ordered new batch of device, NEXGO will manufacture and
import the S/N into the system; when customer required the modification in
firmware, NEXGO will develop it, then upload into the system, customer can see the
new package directly, don’t need to upload it again.

System contains 5 main modules:

Upgrades/Devices/Service/Distributors/Settings.

Upgrades: managing/checking the software packages and pushing records.

Devices: managing/checking the device/tag/merchant information.

Service: managing the app store features.

Distributors: managing the role/user and sub-distributors.

Settings: checking the web logs and system settings.
Login

Normally NEXGO salesman and NEXGO customer will decide together about the
XTMS position of deployment. In this document, we will describe in NEXGO server.

Website URL: https://cloud.nexgoglobal.com/

The default server URL in POS: https://cloud.nexgoglobal.com:6665/

Account/Password: provided by NEXGO salesman.
NEXGO salesman will request a demo account for NEXGO customer, after get the

account, customer can log into system with the given account and password.

English v

Please sign in

Please sign in



https://cloud.nexgoglobal.com/
https://cloud.nexgoglobal.com:6665/
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If forget the password, user can find the password by clicking [Forgot Password],
the pre-condition is filling your email in the system for account.
If password was wrong, system will provide the verification code for check, after

5 times of fails, system will block this account for 5 minutes.

<« c ss0.nexgogiobalcom st @ & o

Please sign in
‘\H R pubii
'ort . K' B :
n nbaef

N >\v

3 p

English
1 NEXGO clous ngisht

If user enabled Dual-Auth for login, system will send the verification code to the

email, user needs to input it when login.

2} NEXGOcious English ~

Verlfy with E-Mail

Currently, NEXGO cloud system supports Chinese and English and Spanish, if user
requires the other language, just add the new language package into system. User
can switch the language on the top-right corner.

User can also change the language after login.

10
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o1 NEXGOcious Home
e
Device count:
79 60 4
Details Actived
Online(units)
4
Merchant
Total ctived
30 3
Actived

After login, system will forward to Home, user can check the statistics
information.
Firstly, user can check the overviews of device/merchant status, contains the number
of total/activated/online.

On home page, also displaying the trend of devices/merchants activated number
for recent 1 week or 1 month. What’s more, user can view the version distribution of

an application.

) NEXGOGiuw Home 00 &6
s
Device Overview App Installation List(Unit: times)
81 63 8
Device Active Trend
s [ NEXSO
8 =
Merchant s @ T
—
-
38 4

Operation Log

On the right part, user can see the ranking list of app installations, including the

11
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app package name and version information.
Actived

Number

News More

07-1216:43 Public Login
) —
\ o7- Public Login
B — — .
\ /\ / \/ \ / \ 07-1216; Public Delete App

0 —
06-12 0614  06-16  06-18  06-20 0622 06-24 06-26 06-28 0630 0702  07-04 07-06  07-08  07-10

Public Remote Assistance

Public Login
Public Login
App version Setting
Public Login
xtms
Latest ve Public Login
522 07111613~ Public Login
Public Login
522 18% 9
Mike Login
Public Login
534 18 9
529 12 5
other 52% 26

In addition, users can customize their homepage layout, add or delete cards at

any time, or change the position of cards by dragging.

) NEXGOcous Home

*‘cﬁ 0 oo -

Custornized view
@ Task Center Device Overview App Installation List(Unit: times) &

RemoteAssist 3
Totsl Actated Qnlne ) A

81 63 8

Device Active Trend ©

a i' cvsise w

Online(units) -~

8 > S i g NEXGOStore -
" . RidTest "

Merchant © Recent Rlcent § month s @ Termnsicee 12
2 Total Activated . ; Lvaum
38 4
e 10 s
" i
o) NEXGOcius Home

Operation Log

/ Custoriced vien \
App Installation List(Unit: times) O

Remctatanist u cvse RofTot
] & 4 dq % 3 .
@
3 ° BTR w g [ Teminslcas &

T Poves 2 i B NEXGOStore _— g Lraum

[ o)

Device Overview

Towd Acttad e
g P
Merchant 0 -
Device Active Trend ©
Total Activated

38 4

12
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Account Center

User can edit account, modify password, manage the Dual-Auth and so on in this

part.

Home

00¢

public *
Hello,Public & Public )
public
gaoshiyong m
Device counts App installation list
= RemoteAssist & Change PWD
Total Actived Online w
©  Suitch distributors »
9 e 4 - ® Language »
2
G LogOut
Toutiao
21times
Details Actived Recent 1week  Recent 1 month
! CvsIsP
18times
Quantity (Unit) 4 “ |
7
5 TR
; il . o = 7iimes
. . 4
Online(units) [ R
2 RK(Test
4 1 — 6 14times
0
07-05 07-06 07-07 07-08 07-09 07-10 or-11
NEXGOStore
12times
7
Merchant Recent1week  Recent 1 month . [ Teminalcare 11times
Total Actived - VIUM Stimes
9 e
= RKL
10 & gtimes
# Hello, Public, welcome to Account Centerl Logout

Profile
Name Public Phone -
Role Default Role Remark -

Signed Agreement

Account

public

NEXGO CLOUD Terms of Use, Privacy Policy, Cookies Policy View Details

Edit Account

Distributor Info Public(Public), CHINA(UTC+08:00) Beijing. Chongging. Hong Kong, Urumgi Edit Info
Password Valid until 2023-06-12 Edit Password
Email xiechaohui@xgd.com Edit Email
Dual-Auth When enabled, you can choose either authentication mode and authenticate twice each time Open

you log in

Among them, Dual-Auth includes two methods: Email and Google Authenticator,

and users can choose one of them for authentication.

13
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Select Verification Mode

Google
Authenticator

When user want to change the status or email address for Dual-Auth, system will

send code for verification.

Authentication

Flease note that system are sending verification code to XiechaonUKEX

gd.com

Distributors (how to manage distributors/accounts?)

In this part, user can manage all distributor information, including himself and
sub-distributors.

Some of customers are the PSP Company, they provide devices and service for
their client, such as the banks, and sometimes the banks want to manage their
devices by themselves. In this system, PSP Company can create distributor for the

bank, and provide service for the bank.

14
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Me

User can manage the roles/ordinary users/authorization to parent distributors

/basic information in this distributor.
Role

The permission design of NEXGO Cloud System is based on the RBAC. User
should check the menus when creating new role, besides, the action rights is
extended in this system, which means the user can set the rights of button/link/... in
each page.

Only the major account can manage the roles for the belonged distributor.

* Name

* Permissions
Menu

Upgrades

Task Center
Task List
App
Param
Firmware
Certificate
Screen Saver

Boot Animation

After chose a role, user can assign this role permission to users.

15
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Roles Users Authorization management My Page
Users
Q
Q
4+ AddRole
o General R Account: test11111
e B Name: test11111
o cnduser
aa
o FRANK
aa
000 o
& s @

USER MANUAL | NEXGO CLOUD

~

For each distributor, there are two kinds of accounts: the unique major account

and ordinary account. Major account is created/managed by the parent distributor,

ordinary accounts are created/managed by the major account, and ordinary accounts

cannot create/manage other accounts.

o] NEXGO com Me
’ N
vy V]
i Merchants test11111 (testi1111) testi11 (test111)
000
Passwora AU a Passwora  Aumomy  Eor
> y
v V]
5dd [123458) Shaopu (shaopu)
h bank1 er
Hl A 1
Passwora  aumonty  Eat Passwora  Aumomy | Eat
A *
> v

Nicola (Nicola)
Seneral

> ’
V] v

4] waq (Zack)
e

Passwort  Aumomy  ERt Password  Autnorty  Edit

(<]
Ce

H
'

00 ¢ 0.
. )
V] V]
Felicia (Felicia) JohnWu (JohnWu)

Password  Authomy  Edit

. >
¥ v

david (merchant1)

end
Pass snor o Atnorm, SSROr | Authon an Passwor | Auth
. - ’ ’
] » > v
FIPEXCH ) AP public-children._
Test Roke Test Role Test Rok
Password  Authorty  Edit Password  Authorty  Edit Password | Auth Eat o Authe it
Tetal 20 FIY 1

Major account can reset password/set permission/edit basic information for the

ordinary accounts.

Authorization Management

Sometimes, as distributors, they want their parent distributors to be able to

manage their devices across level. This part implements the function of cross level

management.

16



£ NEXGO USER MANUAL | NEXGO CLOUD

However, users need to authorize the parent distributor in the sub-distributor.

First, fill in the account or email they will authorize.

o Select account Pemission sefings

Information of the account pubiic:
user. Pubiic
Account public
Emar xgiga.com

Distrutor: Public

g Please check and confian the account i the one you
wil authorizel

A

Then, assign the permissions menu, select the authorization period and input

the login password to confirm.

Select account e Permission seftings Confirm

& Menu
8 upgraces
[ Task Center
8 Task List
® App Select account Permission settings o Confirm
Menu & Appiist

® andatory installation

& Push
Please input the login password to confirm that
App detail )
L) AEDEEED the operation is performed by yourself.
@ Editapp
4 Delete app l """"""" | l
Period 2023-04-29 00:00:00

Finally, users can edit/delete/disabled the authorization.

o) NEXGO cions Me o 0 0 -°6

8 Device List

1 Tags - Edt cece  [ENED
B Messages tatus © Eaties / /
& Merchants ’ s

B NEXGO Store

@ Kiosk Mode
@ My Store
@ Shared App

ol App Statistics

A Sub-distributor

17
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In addition, the parent distributor can check the basic information of the
authorization and switch to the sub-distributor to manage their devices, and then

also quickly switch back.

) NEXGO cious Me \ o0¢C

Apbreviason Name Perioa Country status Account permissions
Merchants HU o 20240331 China °
wzg wzq 2023.04.29 China °

0 o o=

Upgrading Records(Andro public

xiechaohui@xgd.com

B Agentilcocash Upgrading Records(Andro PUb”c

a xiechaohui@xgd.com
Change PWD

- m I° St otibutors .I 'q Agent illicocash ® Feiiinhe

Language »
wzq

B LogOut M Language >

47 futterdemo SO
« [ LogOut

My Page

In this part, user can manage the basic information here, such as country/time

zone/detail address etc.

Roles Users My Page

| e =1

*Name  Public

* Abbreviation  Public
* Time-Zone  (UTC+08:00) Beijing, Chongqing, Hong Kong, Urumgi

*Country  CHINA

Address  ShenZhen

18
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Sub-Distributor

Please set the correct time zone & country/region for the new distributor,
because it will decide some settings for the new distributor, such as the Amap or
Google map.

When creating sub-distributor, the major account for this sub-distributor needs
to be created at the same time, and user should set the permissions for the major

account.

(UTC+08:00) Beijing, Chongging, Hong Kong. Urumai

Country/Regions | CHINA

Address | sz

Remark

Notice:

The data of each distributor is independence, which means each distributor
cannot see any data of other distributors, but the parent distributor can know the
usage of sub-distributor.

For more convenient management of distributors and their user accounts,
system provides another way to display the contents. Parent distributor can
search/add sub-distributor in the left of page, after clicked the distributor bar, system
will  search out the sub-distributor details, which contains the

devices/apps/merchants/accounts information.

19
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) NEXGO G Sub-Distribuidor

B Devie List @ wq
ogs Fuliname: waq Expre date
Remark
Messages A
B Merchants vices Apps Merchants Accounts

e

Include sub-distribu

B) NEXGO Store
Devices
@ Kiosk Mode
@ My Store
@ Shared App

il App Statistics

Unactivated

-t
Total 0 Actvated 0

Number of Devices Connected in the Last 14 Days

Quantity (Uit

© System Settings.

User can check statistics and details of the devices.

o) NEXGO ciona Sub-Distribuidor

B Device List wzq

CountryRegions: CHINA 7C0800
£ Tags Fullname: waq 17iFe
Remark
® Messages
Apps. Merchants Accounts
& Merchants

Include sub-distributor records.
B NEXGO Store

Devices

Kiosk Mode

My Store

@ Shared App

ofl App Statistics

° Me

Total 0 Actated 0

Number of Devices Connected in the Last 14 Days.

Veb Logs
Quantity (Unit

@ System Settings. L

20
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0006 6.

e: 16Feb 2

Address: shenzhen

Offine

. Oriine

Geo-tence On 0

0006 0.

@
Creae tme: 1617
Aotress: shenz
ity my recards
Ofine
- Oniine ross-border

Geo.fence On 0
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Device details

e

SN Create time Active time Last online time Merchant Address

User can also check all applications in the private market and their details of

download and installation.

D" wzq [ Edit
. Country/Regions: CHINA Time zone: UTC-08:00 Create time: 16/Feb.2023 11:15:12
Full name: wzg Expire date: 17/Feb.2023 Address: shenzhen
Remark: —
Devices Apps Merchants Accounts
xtms 5.29 3.71MB Nexgo Tools Free o] 0
Package Name : com.nexgo.xtms Version Size App Source Type Charge Type Cumulative Current Installs
Downloads
! RemoteAssist 114 15.83MB Nexgo Tools Free o 0
a Package Name : com.xgd.remotecontrol Version Size App Source Type Charge Type Cumulative Current Installs
Downloads

Installation details

Totally 0 units installed xims

SN Install time Version Install type

In addition, merchant information is available to parent distributor.

21
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wzq

Country/Regions: CHINA

Fullname: wzg

Remark: —
Devices Apps Aerchants
No.
1000000001112222 wzq
1000000000111111 Wu-Test

Base records

TID SN

Time zone:

Expire date:

Accounts

Merchant name

Bind time

uTC-08:00

17/Feb.2023 Address: shenzhen

Address

Status

USER MANUAL | NEXGO CLOUD

[ Edit

Create time: 16/Feb 2023 11:15:12

\Devi:e

Major account information and general account information can also be viewed,

and user can reset password/edit permission for the major account.

D HU
. Country/Regions: CHINA
Full name: HU

Remark: —
Devices Apps IMerchants
Major Account
hu
HU

User

hu2 Inval

[ Account hu2
£ Email hu2@noemail10315.com
% Phone number —

Expire date 30/Sep.2022

Time zone: UTC+08:00
Expire date: 31/Dec.2099

hul Invalid

[ Account hut
1 Email hui@noemail10315.com
% Phone number —

Expire date 30/Aug.2021

Total 2 1

Devices (how to manage devices?)

X

Create time: 6/Aug 2021 17:18:54
Address: SZ

@ EditAuth (3 Resetpassword [4 Edit

Menu, Service, App Statistics, Statistics detail.

hu@neemaili0315.com

NEXGO suggests managing the devices with tag, customers can create tags as

their wish.

22
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For example, customer-A wants to create the tag according to the device model,
so he created N5/N3/N86 etc. but customer B wants to create tag according to their

business partner, so he created Nike/Adidas/Columbia/ etc.

@) NEXGO cions Tags O 0 ¢ 0
@ H = N
.
’ o NasowoossTs P200m100016 ' NBsOWD00312 .
(@ Task Center ® phts Offine 8. Cftine ] e Offine
N Test /s
© Task List
NS Termnai e e e —
) [ o @ aawes @ N omne
& Profie
UN20
ee
B List G5-Test
Ho-Tes
R Tag
HuLinx
© Messages
%S ® wyw
& Merchants Hu
Disgiobal-test
ke
B NEXGO Store
ZnuYi
B Kosk Mode

wzug_tracitoal_models

© My Store wuzugi_smart_models

@ Shared App
2

) App Statstics 123

Tags

Add Tag

NEXGO team helps the customers to import the S/N, customers just need to

login the website and manage their devices.

Add Tag

* Tag name

Cancel Confirm

Add/Import SN into Tag

After created tag, user can add/import SN into the new tag.
User can add the S/N to new tag one by one, or import the Excel file for batch

23
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operation. Please remember that download the template Excel firstly.

Add Device

Batch Import bl

Current Tag'N86-Test

Drag the file here, or click upload

© Add Device ‘ v

Only accepts excel files and supports XLSL suffix. Files must be les
s than 5MB.

Please click fo download the femplate first

Add Device

J0 Batch import devices

Gancel m

Lastly, click the button [Import] to save the changes, user can see the device list

in this new tag.
Tags ©000.
Hu ot 1un & S [ 0 asomis |~ | & o

® :«fooo‘mssn
N86-Test
N5-Terminal
UN20
lee
G5-Test
Hu-Test
Hu-Linux

wuyuxi

Remove SN from Tag

Besides of [Add Device] is [Remove], user can remove SNs from tag through this
operation. The progress is similar with adding device, user can remove SN one by one,

or remove batch of devices through importing Excel.
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@ Add Device | W o Remove

b

Remove

Batch remove devices

When moving the mouse to the SN card, system will display the button of

[Delete], user can remove it from tag directly.

Hu Total 1 Units Q Please input SN and press Enter to query @ Remove ‘ v

N50007UB917
N5_new

Delete Tag

User can delete tag by clicking the symbol of trash box. When the tag is chosen
by the profile and the status of profile is processing, it could not be deleted, user
should go to profile and stop the profile firstly, then user can delete the tag. After

deleted tag, it would be removed from the devices at the same time.

The Tag "N86-Test" was used for "3" units, you are removing this

tag for these devices, this action can not be recovered. Continue?
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Device List

User can manage/check the devices in this module. Basically, system will display
the device list and some simple statistics data, such as total/active/online units.

User can filter by device status/model type/device model and tags.

Description of tag condition:

» Union: devices have any one of chosen tags.

» Intersection: devices have all of chosen tags at the same time.

) NEXGO cius Device List o 0 ¢ o
KN
48 40 4
+ N
e 2 o N Q ==

SN Type  Model  Activetime satus  Merchant Tag

Device Software Export

User can export the device software after filter by conditions. System will
generate Excel file which including the firmware and application information, and

separate them into two different sheets.
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o) NEXGO s Device List O 0 ¢Co
=3 Actived
3 3 0
.
: .
- pe Model Active tme statu Merchant  Tag
- A « om
™ w
\ P
0322 Aug 20
A E c D L T c i
Sn ModelRane | DeviceStatus | FirmvareVersion |  tmsVersion | ActiveTine | LatestOnlineTine | Merchant |
N50007U6917 | N5_new | Online | vi1.4.1 cpsoooooz | 525 | zozof1z/03 0z:52 | zo22/09/26 10:51 | Test Merchant |
A E C D
1 SN App Name App PackageName Version
2 Na0007Ia9Ly NexViewer com. xgd. TEmotecontrolngs 1.1.1
3 Na0007Ie9LT AppStore COMl. EXgo, tMsappstore 1.1
sheet sheet2 [

Device Management

Choose the tag and click the device card on the right part, or click the SN in the

device list, user can manage the specific device.

User can copy the SN by clicking the button besides SN.

@) NEXGO cuu Tags (<2 - ] (? © puvic -
a =m
- 1 - M 6 4
5 0
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o) NEXGO cis Device List 0 0 6 0.
v ([
1 1 0
-
~ L p— <
SN Type Model Active time Statu: Merchant  Tag

GEO-Fence (Android Only)

Note: Please enable location service in [System Settings] if needed.

User can check and configure the device in this page.

When enter the details page, user can check the basic information, such as
firmware version, device language, device IP, battery, data flow and so on.

User also can click the green refresh button to inform the device to upload

information immediately.

N50007U6917 = -
! '
Applicat Settings Task ansact Operation Logs 4’5?%
Devica tocatk Geotence v @D @
- o 0o P
o -
i HEReE C XAP OS
3 e : o L 3
QuEz= A O
1 G . Firmware v1.3.9_WMO000003
3 o > SR Tinas
550 o e mirE - Q.
t L. .
& ® Languagt
§ FEE)
o o [(a) — Q) — mrm
d Nl 8 ’ ) t £ - 13 451179
o= .
o =rAas0 o) Iccio
__’/':‘\, B ¢ ® - =
\\»(\ ﬁv; EE P ARYY L] " o < (;:9 > IMEI 2726034372
() [x} ek By VT o
R KR o, MYIBE \/ Time zone GMT-05,00
(2] d
(MBI Gyt G20206758 R 8 XTMS Client Version 528

In the center of the basic tab is the device location based on Amap. User can set

the Geo-fence or set device lock on the top-right corner of map.

When setting Geo-fence, user can set the valid radius and the interval time for
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locate, user also need to set the set the rule for cross the Geo-fence devices, NEXGO
Cloud system supports locking device or sending notification email when
cross the Geo-fence.

Note: the rule for cross the Geo-fence device is working for all the devices for the

current distributor.

Electronic fence a () ' Modity .
® Locate device
Rule choice @ Automatic lock
O Radius(m) | 1000 ° Mail notification
s\~ Locate interval | 1H

a Cross border

action Auto-lock  #

Cancel Save Cancel m

Locking Device (Android Only)

In some cases, the device has to be stopped for using, for example, the device is
stolen, user can lock the device immediately, and let the device display the reason for
locking.

After the device is manually locked, it can only unlock by manual, which means
only the system operator can unlock it.

Locking device NS0007U6917 X

* Screen p Please don't use the device, contact ™™ if any question.

rompts

Note: The device will be disabled before it is unlocked!

Cancel Lock

Device Applications

In the tab [Application], user also can check the applications which installed in

this device, and push/uninstall the applications to this device.
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System recorded the installation and uninstallation history for this device.

Operating history

® 20210202 ~
ese0s Gip 1001

100045 G

® 20210112

& 2021/01/06

& 20201222

® 202012/03

>

>

>

>

Installed

Uninstalled

For Linux devices, user can not push app to device in this menu, because there is

no MQTT connection for Linux device.

K3000700024

Tag: + Disglobal-fest

Model: K300

Basic Task Details

Terminals

Firmware

IMEI

Merchant: disgolbal-iest

45.117.97.148

Active time: 7/Jul.2022 10:33:52

Current Version: 20220707095043
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Device Settings (Android Only)

It displays the device performance in the tab [Settings]. More, user can operate
some modules of the device in real time, such as switch on/off the card-
readers/printer/screen saver.

< Back | Device Detalls e o Ge Opubhcv

N50007U6917 Wil 0B 7 72592MB W 100% (D) OMine (11/Feb.2023 05.18:35)

Tag + UMD ke Hu

Model NS_new  TID: 11T Merchant: Test Merchant
Basic Applications Settings Task Details Transactions Operation Logs e Update time: 10/Feb 2023 16.16:50
Device Monitor Remote Control
/ Assistance
0% 45%
Device Configuration
25.92M8
cPu RAM Manthly Data Usage screen saver (D)
sngnness (D
Hardware List volume L%
Hardware Status Action App Certification
Bluetootn Enabled - Start date 21/08/2008 07:13:34
Magstripe Reader Enabled [ o) ! End date O7/01/2036 061334
Chip Reader Enabled [ @] l Owner etranet
Contactiess Reager Enabled [ o] Cert version 201805151820
Print Enabled [ @]

User can send message to this device in real-time, the device will display the

message immediately.

Send a message to the terminals N50007US917 X
je | TEST Messag
Content
4

Cancel m

Remote Assistance (Android Only)

In some cases, the post-sale engineer should help the merchant to check/fix
issue on the device. In the past, they had to go to the location of the merchant, to

check the devices. Now, NEXGO Cloud system provides the remote assistance, it can

31



) NEXGO

USER MANUAL | NEXGO CLOUD

build the connection between the device and Cloud system, project the device

screen content to the system webpage, the operation on the webpage is working to

the connected device. Of course, before the connecting, the merchant should accept

the remote connection, if the client app for remote assistance is not installed, device

will request the installation firstly.

Waiting for connection

Connecting, please wait.

.

NEXGO requests to install NexViewier
(1.1.1) to provide you with remote
assistance services, please confirm
whether to install it.

@ 00 oaaPm

NexViewer

NexViewer will start capturing
everything that's displayed on your
screen

Don't show again

CANCEL  START NOW
rerminal >N NOUUUIUDY 1/
Version No. viia

ER 2N T

NexViewer s

00:00:05

=,

Remote controlling

Terminal SN N50007U6917

Version No. viia

RemoteControl APP V1.1.1

installing

—— 00%

CANCEL

In addition to remotely operating the device, users can also upload certain files

to the system, such as the logs, pictures etc.

LA 40N XV

NexViewer =

00:00:10

=,

Remote controlling

Terminal SN N50007U6917
Version No. Vi1
] o d

2]

O 21

B Android

2021-02

B xtms_log

2021012
B Music
020121

B Podcasts
1201215

WO O 0AsPM oa

File transfer
072144 2 tem d
8]

o )

151347 Oltem

B Ringtones

2020

12151347 Ohem

E B Alarms

B Notifications on
1201215 13:47 0 ftem

o
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Device Tasks

Generally, there are batch of upgrading tasks for each device, such as
OTA/APP/Parameter/Certificate/Boot Animation/Screen Saver etc. user can get all of
the tasks in the tab of [Task Details].

Back | Device Denails o o b oi-..*--

N50007U6917 il = -

un20 loa

-

Taskid Creator App Name version Create Time Pushing Way(aln ¥ Task T status T DEsc Operation

For Linux devices, there are no Cert/Boot Animation/Screen saver tasks, and only

App/Param/OTA(Firmware) tasks.

€ Device Details
G500W000181
Basic Task Details Terminal log

Details Q

Taskid Creator App Name Version Create Time Pushing Way Task Status(Executing) T Status DetailfProcessing) T DESC Operation

Device Transactions (Android Only)

User can check the device transactions, which shows the number of tapping,
swiping and inserting of the device yesterday or this month, as well as the statistics

of the number of transactions in the previous month/year.
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Back | Device Details o ° oa o,.u‘.\;-

N50007U6917 al 0B 2 72592MB 8 100% G Offine (11/Fel 5183
ag. + UN20 e Hu

Model: N5_new

Basic Applications Settings Task Denalls 1 Operation Logs e pdate 0/Feb.2023 16.16.50

Card reading times

Tap (times) Swipe (times) Insert (times) ' ‘
0 0 0

Device Operation Logs

User can also check the device logs, which contains the operation history. User
can check some brief records here, such as NEXGO Send message: 1111 (someone

did what on sometime).

S— 00 ¢C 0.
N50007U6917 al 0B 725.92MB W 1005
£ OUN20 e Hu
fooel NS new  TID 11111 .
Basic Applications Settings Task Details Transactions r e
Al aol

If the device is missed, user can add [End-of-Life] status for the device. For now,

the functions are the same even after set the end-of-life status.
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Device Map (Android Only)

User can see the location distribution of all devices in this menu, if there are
multiple devices in one location, it will display the counts of that location. User can

zoom in or out to check the distribution details.

) NEXGO cins Device List © 0 C 0
& -

Devcellst  DeviceMap  Device Aliocaton

e

[ Web Logs

@ System Settings
When the certain device position is clicked, system will display the device S/N
with the modules status (card-readers/printer/Bluetooth), this status means the

application can open/close the module from SDK.

AR o

AN n s \

@ N500S000020  Gffine v
Model N5 new

Merchant -

5 Postion  MRMENARLESERRHE102

@ Ns0007U6917  Offine
Model NS new
Merchant Test Meschant
Posiion  ["HREFMERLUESTRLE14S

@ N500W407339  Offine v
Model N5 new
Merchant L
Posiion S EERNMRUKHSIEOD

@ P200w100025  Oftine v
Model P200
Merchant =
Positon [ RERIAERILEESRIEION

Device Allocation

When exists sub-distributors in system, user need to allocate the device to them,
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user also can allocate the devices to the parent-distributor. System provides the

batch allocation with Excel.

Device List

Device List Device Map Device Allocation

Allocation path All

@ Receive from [NEXGO]

Transferto [NEXGO]
Transferto [NEXGQ]

Receive from [NEXGO]
Receive from [NEXGO]
Receive from [NEXGO]
Receive from [NEXGO]

Receive from [NEXGO]

©0 0060

Transferto [NEXGO]

Transfer to [NEXGO]

Machine transfer

Receiving company

Serial SN Status

Total: 0 Adjustable: 0 Non-adjustable: 0

Messages

— Al

NEXGO

NAPTEST

HU

=3

Path

Machine transfer

Receiving company

Serial SN status

Total: 0 Adjustable: 0 Non-adjustable: 0

Allocation time {

26/Sep.2022 11:27:29

22/Aug 2022 10:47-58

9/AuQ.2022 17:09:48

26/Apr 2022 09:12:57

2/Mar2022 16:12:27

8/Dec2021 10:48:48

8/Dec.2021 10:39:45

19/0ct 2021 09:34:02

13/0ct.2021 22:19:22

13/0ct 2021 22:11:31

-

Download the template

Batch import

on

In some cases, such as OTA upgrading, user maybe want to push message to

multiple devices. User can create new message and choose the tags to achieve it. The

devices which own the chosen tags will get the message immediately (only working

for Android devices). The Android devices will get and display the sent message in
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the valid period. If the device is power off when message pushing, it will access to

Nexgo Cloud when power on and get the scheduled message.

Messages

Device will update OS between
01:00 - 03:00, please don't power
off,

Merchants

In this part, user can manage the merchants and terminal. In fact, the merchant
and terminal information comes from the payment system, such as MID/TID.

User can import batch data with Excel file.
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0 00C 0

] NEXGO cioa Merchants

™MD Merchiaat Namse Contactar TEL. cay Device Counts

msgoinal-test

User can filter by the merchant information, and export the merchant & terminal

information (only the merchants which own terminal information will be exported).

A

D

B
Register Address

F
Address

G

H

I

Merchant No Merchant Name Contact Name Contact Fhone Einding Group Terninal No Binding n
100000000000001 Merchant Test 1 Hu +86 18812345678 Merchant Test 1 10000001 N50007I6917
" 100000000000001 Merchant Test 1 Hu +B6 16812345678 52 Merchant Test 1 10000002
" 100000000000001 Merchant Test 1 Hu +B6 16812345678 5z Merchant Test 1 10000003

Regarding the merchant & terminal parameters, system will download them to

the matched devices by auto after modification.

Merchant

When adding the merchant information, user also can add the related TID
(multiple).
If user wants to import batch of merchant information by Excel, NEXGO suggests

getting the Excel template file at first, then fill the content and upload to system.

Add merchant

MID
Batch Import
Merchant name
Contact
TEL
Postal Cod
Register address Drag the file here, or click upload
Addres

Tax 1D

_ Only accepts excel files and supports XLSL suffix. Files must be

o less than 5MB.
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Below is the Excel template content and the logic for import.

G30 v Fe

A B C D E F G H 1 I K L M bl 0 F Q
1 % up |+ Merchant name Contact name| TEL. | Email | City [Post code| Register address |Address| Taz ID | Remark | TID |Binded SN| For External Params

Merchant-Terminal Info Terminal Params

In above excel, if the columns are not empty from column “L”, the content will be
imported as merchant extended params, the parameter key should be put in table
header position (the gray line), please note that the extended param values should

be matched with the MID.

A2 ‘ &

'y B o] il
+ TID
E_ For External

Merchant-Terminal Info Terminal Params

1
2
3
4

In above excel, if the columns are not empty from column “B”, the content will
be imported as terminal extended params, the parameter key should be put in table
header position (the gray line), please note that the extended param values should

be matched with the TID.
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Insert
> Merchant
Info
N
A
Batch Import Y N

)

(Requiring MID in “Lpditet -
MID & DB? erchan Do

Merchant) o

Y \

Insert TID
Info

Y

Bind with V
MID

v

SN Field?

v
SN in DB?

v

Bind with
TID

Insert

Y Merchant

extended
params

Extenal
Params in
Sheet-1?

Y

y
Extenal N /_
Params in > End
Sheet-2? \
4
v

Insert
Terminal
extended

params

The system supports users to add some merchant parameters. The merchant
information and extended params will be downloaded to the POS device. Maximal 10
parameters can be added here, and for each parameter item, the max string length is

64 bits.
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Note: When editing the extended params, the format is key-value (the 1% line is
the key, the 2™ line is the value), and these params are downloaded to POS device

with JSON format.
Back Merchant Details o ° o o put v

‘ Merchant Hu

Merchant Params

Terminal

Except the terminal importing with Excel, users also can add the terminals by
manual in the merchant detail page.

It displays the terminal list on the right part page. If user filled the SN when
adding the TID, they will be bound together after TID added.

Users also can add some extend parameter for the terminal, the TID and the
extended params will be downloaded to the POS device. Maximal 10 parameters can

be added here, and for each parameter item, the max string length is 64 bits.
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Add Terminal

Merchant name  Merchant Hu

MID 987654321000002

TiD

sM

Upgrades (how to manage Apps?)

There is 2 ways for pushing updates: general and profile.

General upgrades: the upgrading tasks in [Task List]. User can push software by
tags/devices/imported excel file (please note the difference of tag intersection and
tag union). It would be finish automatically when the progress is 100%, user can close
the processing tasks by manual. When the task is finish/closed, no devices can get
this update ever.

Profile upgrades: User can schedule upgrading with profile, profile means user
can filter devices by tags/models/merchants, then bind with the Apps/Params and
set effecting time for the profile. The devices (existing or new imported) which match

the condition will get the Apps/Params in the profile.

Task Center

System provides task center to check the overview/details of tasks. In this part,
user can see all of the tasks, and check the task counts of different status
(executing/finish/closed).

Executing: devices are requesting the updates.

Finish: all of target devices got the updates already, system stopped it by auto.
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Closed: user closed task by manual.

ol NEXGO ciws Task Center
General Pushing ©

Executing

2§

1 Executing
¥ App
Param
) Fimware
] Certficale
i Screen Saver

1  Boot Animation

Profile Pushing

Finish
256
1 Data Overv
13 P
11
1 -
0
0 "
0
1 Executing (3)
Profile-Hu
2 0

L

Sl
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(=]
d
e
(]

Firstly, system displays the statistic information for all of the tasks.

General Pushing

Executing

25 @

Finish

256

(Y

Closed

218

Q_’.

Secondly, system displays the statistic information for each kinds of tasks

(App/Param/...).
I Executing
i App 13
Param 11
) Firmware 1
| Certificate

i Screen Saver

[ — R —]

| Boot Animation

When user move the

display the executing tasks.

I Data Overview

App

Firmware

Screen Saver

219

B

Param 264 -
Certificate 1
Boot Animation 1

mouse to one kind of task (Example: App), system will
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General Pushing Q9

: App
Executing ‘ Statistical by App name and version
2‘ ) INBAS
INBAS20220617001
Il Executing NEXGOStore

-
¥ App 13}«

q RemoteAssist
. 1.14
= Param 11

s Support
3 Firmware 1 n 20
9  Certficate 0 [1  Terminal care
- Details
. Screen Saver 0

® Ex g L[] isk ® Clos

] Boot Animation 0 $ 2
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©

User can filter the tasks by pushing way/status etc., check the upgrading details

for each task and export the push details.

Push details

Q  Input SN and enter to query
© Processing 171 @ Success 011 @ Failol @ g

SN Status DESC Update Time

N860WB02113 Initial

Processing

To quicker search for a specific device, user can input the SN to query in the 3™

tab.

Task Center

Device task query

Please enter the SN number you want o search for

History Record

N50007U6917

44
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Task Center O 0 0 O

SN NSDOOTUBS1T m
Apps (78) Params (10) OTA (1) Cert (0) Screen Saver (1) Boot Animation (0)

Task serial Targst file Pushing way(All) T status(All) T DESC Update Time

|
AP00D67359

Operation

By Frofie ignored Device not matched /0t 2022 15:55:34
APOODET3S8 /‘ By Profile Processing Requesting 9/0ct 2022 15:55:34
AP000GT27T u [ By Tags * Success 9/0ct 2022 120323

5,346 F200,UN2
APO0DET276 [ By Tags Ignored Same/Grealer version was pushed 9/0c1.2022 11.08:31
AP00DG368T /‘ By SN o Success - 27/Sep 2022 140627
|
AP00026024 ”! [ By Tags Ignorea The app doesnt match fof his device 26/S8p 2022 105122
EsnE
The device was canceled this pushing from
APO0DE2819 2?f9= AL [ By Tags Ignored . ° 23/Sep. 2022 17:28:41
o NS _new:Nas N3 N6, P200 e

Task List

Contains App (Android)/Params/Firmware (Android)/Certificate
(Android)/Screen Saver (Android)/Boot Animation (Android)/Linux App/Linux

Firmware.

App (Android)

User can manage Android Apps in this part. Such as uploading APK, filter by
Category/Model/Source, configuring the signature settings, checking the pushing
records etc.
¥4 NEXGO o 00 C 0.

=]
&
Hit

Psh  Pun ush
harge
xtms Support Demo
209 &
sh n
INBAS Terminal care FETRE NEXGOStore
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User can manage the Apps in the page [App].

o) NEXGO cuus App O 0 C 0
@ Home =
ype
(@ Task Center
Mo ms n = 1 :
© Task List
=] - - '
Paran )
- 0 N Push Push Push Push Push
Firmws
Cenficate a ‘ n I
Ser charg
xtms Support Apiv3Demoold Demo
Boot ~
Linux App Agp Source
Push Push Push Push Push
Lin ware A Hne
& Profie teps B 2 0 o 4 ;‘
INBAS Terminal care L] NEXGOStore
B Device List
B Tag usn Pusn Pusn Pusn Push
B Messan
Toal 23 2 > '
& Merchants

For the same distributor, system can upload the same app package name, but
the app version must be unique, that means the same version of application is not
allowed to the system. User should select the category, upload the icon/screenshots,
and fill some introduction for the uploading application.

User also can determine whether get signature for this uploading app from SMS

or not.

© 1665283161524_7282.apk 622MB &

Upioad More
Appname UPIPayment Version 1.00(1)
Package name  com nexgo payment

*Category | Retal

Icon n

“Slogan | Thisis test

Introduction | This is test app

S - - -
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Slogan | This s test

*Introduction | This is test app

“ Signature () @ No Need Signature

*Appversion @ Release

App Test/Publish

When enter the app details page, user can update the app in the tab [App
Version]. In some cases, user need to test the latest app on few devices, if there is no
issue with the latest version, then release to the stable version. System accepts Beta

version for test.

Publish Beta

*Model | N5new® NeG® N3
NSO @ NE2® NSP® P

App name - version
Package name -

* Signature (0 @ Mo Need Signature Need Signature

* Update content

After uploaded the Beta version, user can set the target devices for test, then
push this Beta version to them. User can see the installation status in the tab

[Pushing Records].
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Import Devices

NE0DOTUES17]

SN

NS007UEET7

Total 1

Tolal1 Repeal: 0 Noh-Exist0

Push Beta

Start-Up after installation

Al
N50007U6917

cancet m

If there is no issue with the Beta version, user can publish it to stable.

App name:UPIPayment

Package name:com nexgo.payment  Version:1.0.0(1)  Size:6.22MB

Basic information App version Parameter settings Pushing records Sales status

Upload time Signature Version

9/0ct.2022 10:41:16 No Need Signature 1.0.0(In Effect)

Update content

> o [

Beta To Stable
Upload time Signature Version
9/0ct.2022 10:42:59 No Need Signature 1.0.5(n Effect)
size Model Update content &
6.76MB N5_new,N86,N3,N6,P200,UN20,N new version 105
5_0ld,N82,N5P,P100.N6 Counter-
top

Deploy Device

0 « TR

When user want to upload/publish official/stable version, user can upload the
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new app by clicking the button [+Publish] in the left part.

App name:UPIPayment
. Package name:comnexgo.payment  Version 1.0.5(105)  Size 6.76M8

Basic information P Parameler setlings Pushing records Sales status
| stable
9/0ct 2022 10:42:59 No Need Signature 1.0.5(In Effect)

new version 105

| Beta + Publish Beta

Note:
» If new version is published, user should stop the executing tasks in tab [Pushing
Records], then schedule new upgrading, then the devices will get this new version.
category ==

»

INBAS

- 3
@ E i

Demo / IBHREIR / WFic /
Push

Push Push Push Push Push

5 Q ]

Terminal care M NEXGOStore PAYA Toutiao

& (o) & S

RKL xtms Control

n

il

2

» If the app is shared to other distributors, after published new version, distributors

should pull it from the cart manually.

App Pushing

After app was uploaded, user can push it to the devices.
System will ask user whether pushing parameter for the chosen app, if there are

relevant parameter files, user can choose the matched parameter file to push at the
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same time, lastly user should select the target tags for pushing.

Confirmation

Pusning <Agent ilicocash=. Would you like to push parameters at

the same time?

Revam e
F" \o ‘App name:Agent illicocash ’r ~ ;‘\‘

\‘;, ) oackagenamecnnengocoram  Latest Verson v20290200001(26)  S22:16.12M8 ‘\‘:" 04 a

o — i
Smcmome  Agpversion Pusning ece R s

——— 5 e
p— —
- - -
E ki
wz <y o2

If there is no relevant parameter file, user only need to choose the tags or
specific devices for pushing. When there are lots of target devices, user can import

the excel file in the 3" tab.

o Tags/Devices Push

Choose Tags Choose Devices Import Devices
Tag List
© Intersection Union
Tips X N86-Test | N5-Temminal — UN20 | lee  G5-Test
Hu-Test Hu-Linux wuyuxi Hu Disglobal-test Mike

ZhuYi | wuzuqi traditioal_models  wuzugi_smart models 1

Pushing =Maps=. Whether pushing parameters at the same 2] (Rea | [Ewe

time?
Checked Tags
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o Tags/Devices Push o TagsiDevices Push

Choose Tags Choose Devices Import Devices Choose Tags Choose Devices: Import Devices

1. Get template

3 Gettemplate

2. Import Excel

[0} N8B 1111111

® NE50WR02113 Drag the file here, or click upload

Total 28 12 >

After chosen the target tags/devices, user can select the version to be pushed,
determine when the device will start the update by choosing [Timed Task] and

whether automatically start this app or not after installation.

Tags/Devices e Push

[} Agent illicocash Ngé V20230209001

Target

Union devices in chosen tags

Hu

Settings

Type Instant Task

Start-Up after installation Disable

Note: If pushing like this way, it will be working only for the tags the user selected,
but for the other tags, the executing tasks are still there.

Example: user pushed App-1(v1.0) to devices in Tag-1, then user uploaded App-
1(v1.1) to system, and pushed to Tag-2 as this way, the devices in Tag-2 will get App-
1(v1.1), but the devices in Tag-1 still get App-1(v1.0). If user wants the devices in Tag-
1 to get App-1(v1.1) also, user can choose all the target tags(means both Tag-1 and

Tag-2) when pushing.
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App Details

User can check the app details by clicking the app card. In the details page, it
contains the basic information/app version/parameter settings/pushing records/sales

status.

App name:Agent illicocash

Package name:cn.nexgo.cgraw  Latest Version:v20230209001(26)  Size:16.12MB

Basic information App version Parameter settings Pushing records Sales status Q O e 6

Screenshots

Model N86
Category #%1 4
Slogan  agent

Introduction  agent

Remark -

User can push/upgrade/edit/share/delete his private apps in the tab of basic
information. After shared, sub-distributes can get this app in their app cart.
User can download/delete the specified version of the app in the tab of the app

version.

a App name:Agent illicocash

Package name'cn.nexgo.cgraw  Latest Version'v20230209001(26) ~ Size'16.12MB,

Basic information App version Parameter settings Pushing records Sales status

-
26/Apr2023 15:113:41 No Need Signature 120230209001(In Effect) Moré
u ent (&
agent

User can check the processing status/reason/update time of each device and

export the task details.
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Push details

Q Input SN and enter to query m
© Processing 01 @ Success 01 @ Failod @ Ignored 1/1 Y

SN Status DESC Update Time

Device not matche  23/Mar.2023
N860W032269 @ Ignored

d 15:27:24

Total 1 1
Get Shared Apps

User can get the shared apps from Nexgo Public Store. In Nexgo [Developer
Platform], the developers can share the apps to Nexgo Public Store (also they can set
the price for the apps), each distributor can get apps from this public store.

User also can get the shared apps from parent distribute by clicking the app cart.

The shared apps also can be pushed to the devices.

- ===

Before get apps from Nexgo Public Store, system will require to sign the app.
Distributors can get the App ID & Secret Key from Nexgo Security System.
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o) Security System

Home Android signature

#ZOUR

Interface permissions D

A a
¢ Signature management APPID: 00285

Android signature
secretkey: ef )c51827bdd

Signature Information

Signed Automatically (@D
*AppID | 00269

*SecretKey | 19b175b6e9"""" """ ddc17d61d7

Check the menu [Nexgo Store] is another way to get App from Nexgo Public

Store, user can get the Apps more clearly here.
4 NEXGO cns NEXGO Store © 0 C 0w

B Device List

[ Tags

© Mes T
© Messages Turn Your ldeas A Global Marketplace \v 3 ? 2® Mass Selection
& Merchants into Business For Merchants w Application

Featured
@ Kiosk Mode
— q a ' B
@ Shared App
Remotesssist Terminal care. NEXGOStore PavA
1) App Statistics
New thon

° Me

A Sub-Distrbuidor

[ Web Logs

® System Settings.
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Note: the sub-distributor got the shared app from the parent-distributor, when
the parent-distributor deleted this shared app, system will close all the upgrading
tasks for this shared app for both parent & sub distributors.

System will stop all the executing tasks when delete application.

< Android App Details

App name:RemoteAssist

e
] Package name:com xgd remotecontrol  Version:1.1.4(14)  Size:15.83MB

Basic information ADp version Parameter settings Pushing records Sales status \6

Screenshots

(o]

Param

Parameter Content

Nexgo provides the parameter template for customers, system can accept self-

defined parameter files for pushing.

o) NEXGOcious Param ®© © 0 0
Q ﬁ 2 ©xp0n push recued
Add
\ Import f

- o« '8 - l0a

| [+ I E - o«

- - - o

o - -« o

User can export the parameter pushing records, please filter by date and choose
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the target parameter files which need to be exported.

EXport task agtails

* Choose date for pushing

~ Select params 10 export the pushing records

Below is the exported excel content.

A | B o i i3 F 4
ParamNane | app | sn ‘ GroupNamne ‘ PushCreateTime ‘ PushState | Reason
345678001 23466789013 Wizlote | weoooiraraz | |2021-07-16 15:63:18]  Not Reached -

Nexgo Template

In order to be compatible with the parameter module of XTMS3.0, Nexgo Cloud

System copied the parameter content from XTMS3.0.

Add Params

* Param Name

Remark

Cancel Confirm

Similar with XTMS 3.0, Nexgo Cloud System contains the same parameter

modules: Basic/Acquirement/Issuer/EMV/Contactless/Specific.
There is a switch in each module, only the enabled parameters can be downloaded

to the device.
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Param Acquire EMv cis SPC_PARAM |
Enable params ‘:)/ Eat
| sasic opmions
Defaull Language Country Cote
Cash Back Limit Max Cash Back Limit Min
BatchNumber o
mID
Passwords @ config Receipt Options © Config

| communicamion

| petaurt saton Report

About the selections, user can configure the option items by clicking the [Config].

m Acqguire | EMV ‘ CTLS | SPC_PARAM ‘

Enable params ()

| Basic opTions

Default Language Country Code
Cash Back Limit Max Cash Back Limit Min
BatchNumber T
MID /
Passwords © Config Receipt Options © Cont :\/
Display MSR Shilt Process
Manual Acg Sel XL POS Functionality Use External PIN Pad
As CTL Reader Disable Receipt Disable 2nd Receipt Topup
arecbaDCe
| communication
Dail-UP LAN GPRS WIFI

| efaurt Bateh Report

Below is the example configuration of [Passwords].

Add Password

Name oid
Refund * Complete Pre-Auth

Settiement * Keyboard Lock

Maintance/Sysiem PWD MerchanUAdmin PWD

For the tab of [SPC_Param], system provide 3 different kinds of parameter item:
Character/Number/Boolean. For the type of character, mixlength & maxlength mean
the limitation of the string, the maximal length of string is 512; for the type of
number, min & max mean the limitation of number value; for the type of Boolean,

only 0/1 can be downloaded.
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Add Parameter ltem
* code * name
datatype racter miniength
maxlength defaultvalue
- aisplay*

remark

Aad Parameter ltem

cote

"

* aatatype l Number

max defaulivalue

Add Parameter ltem
“ code © name
aatatype | 10 *miniengtn | 1
maxiength | 1 * defaultvalve
display”

remark

cancel

After filled the contents, please don’t forget to click save in each parameter
module, system will increase the version of this parameter, then click [Push] to

generate the upgrading tasks.
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Back  Param Details (<IN - ] O O

m Acquire EMV cTLs SPC_PARAM l

Enable params. [ @]

| sasic opTions

Cash Back Limit Max Cash Back Limit Min
BatchNumber TID
MID

Passwords © Config Receipt Options o

| communication

| oetautt Batch Report

After created new parameter files, user can edit the parameter contents by

clicking the parameter name.

Edit Params x

* Param Name 123

Remark

Cancel Confirm

30/Jun.2021 10:16:36

In some cases, users want to copy the parameter items, then modify few values
for the new parameter profile. So, Cloud system provide the feature of parameter
clone.

Note: when user click clone and name for the new parameter profile, only the
items in the database will be cloned, please don’t forget to generate param file

before pushing.
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Clone Params

* Param Name 12345-clone

Remark

Cancel

User also can delete the created parameter by clicking the button [Delete].

< Back | Param Details 0 ‘ o Onunhr -
(o =1 N
Param Acquire EMV CTLS SPC_PARAM
Enable params () & Edit

| sasic cpions

Default Language  zh Country Code:
Cash Back Limit Max Cash Back Limit Min
Balchumber o
MID
Passwords © Config Receipt Options © Config

| communicaTion

| Detaurt Bateh Report

Self-Define File

Users can import the textual self-defined parameter file to the system, but

system doesn’t support to edit it.
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L+ I

\F’de
Import file

test pa -

Import parameter X

Remark

Cancel Confirm

Users can check the pushing records by clicking the parameter file name.

self-param-test.txt y o s, A

20/Jul.2021 15:36:24

< Back | Param Datails o ' 0O O -
=

The basic information Q) Inputtask numper

The parameter  Certificate txt Push device
Taskid Creator Create Tine  EMoctTime  Param name  Version App Name Status(Al) ¥ Task progress. Operation

wn T
name

PadOT340 wonaz e immecsl
Import time Si0ct 2022 104508 ™ Cotfiatatd 1 stms 2 solects Frish S 100% -]
. N y
Import operator  Lee
PADOOT340 Oct 2022 * Immediatel
Note &F. TENEENRES @ A Lo . ) Cetficatetd  vi ams O Chosad % -]
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Pushing

Same with the pushing process of App, user can push the parameter file to tags

or specific devices, user can choose the specific SN or import batch of SN from Excel.

It’s required to choose the related app firstly.

X
o Choose Apps Tags/Devices Push
Android App Linux App
Q Input app name and enter to query
Demo
«com.xgd.showdemo
I Agent illicocash
) °
v cn.nexgo.cgraw
Support
com nexgo.essential
Cancel Next

x
Choose Apps e Tags/Devices Push
Choose Tags Choose Devices Import Devices
Tag List @
© Intersection Union
N86-Test N5-Terminal UN20 lee G5-Test Hu-Test
Hu-Linux wuyuxi Hu Disglobal-test Mike. ZhuY1
wuzuqi_traditioal_models wuzugi_smart_models 1 2 123
TESTEP TESTEP2 346 Mobilkassa 222
Checked Tags
Previous Next

Same with the app pushing flow, after selected tags/devices, user also can

determine when this task will take effect by choosing [Timed Task].
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=

After downloaded to the Android device, the TMS client app will broadcast in the
device, the apps should update this new parameter file soon. User also can get it in
the device directory: /xtms_param/app/ [package name]/

If the device is binding with merchant, it will get the merchant parameters when
pushing, the parameter file name is the app package name + [.param]. The target
parameter file name is the same with the file name on website. TMS client app will
integrate these two parameters in a fixed file name: DeviceConfig.param

But when the Linux devices got the parameter file from Nexgo Cloud, the

parameter file would be saved in directory: /mtd0/[app]/

¥ (1040 AM ¥ 01040 AM

) )

|/ storage/emulated/0/xtms_param/app |/ storage/emulated/0/xtms_param/app/cn.nexgo.inbas

cn.nexgo.inbas cn.nexgo.inbas.param
” 3items | -drw , 693.00 bytes |-rw

, DeviceConfig.param

694.00 bytes | -rw

test
, 487Kb |-rw

User can check the pushing status in the tab [pushing records]. In this page, user
can stop the executing tasks, user also can check for the device whether get
downloaded or not.
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< Back | Param Details o 0 0O O:u-
m Acquire EMv cns SPC_PARAM
Enable params . @) [ Edit

| sasic crmions
Defaut Language zh Country Coge
Cash Back Limit Max Cash Back Limit Min
BatchNumber TID

MID

When the push is tumed of, the not started tasks will n0 fonger
be processed.
Sure to close the task?

Push details

T—
© Processing1  © Success 11 @ Fal0 @ Ignored 011 v

SN Status DESC Update Time

24/mar 2023

NB6OW032269 © Success
09.01.08

Note: When user edited the parameter items and want to update it to the
devices, please stop the “Executing” tasks then push again. Or click [Push] to refresh
the upgrading tasks, in this case, system will stop the “Executing” tasks and generate

new tasks automatically.

Firmware

Normally, NEXGO releases the new version of OTA, and upload it to Cloud system
with the operator account. After the distributor account logged into system, user can

check the new releases by clicking the bells on the top-right corner.
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Notification

) NEXGOcioud Firmware

) NEXGOcioud Message 0 ef Q‘» :
1 Notifications e

After got the new OTA, user can push to tags/specific devices, the pushing steps
are same with the app pushing. After selected the tags/devices, user also can
determine when this task will take effect by choosing [Timed Task].

User can click [Download] to get the OTA for manually installation.
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4 N EXGOCIoud

= Home =

Upgrades

& Task Center
(® Task List ~

App

Param

Firmware

Certificate

o TagsDevices Pusn
ChooseTags  ChooseDewkes  Import Devices
Tag List
© Intersection Union
Ng6-Test | NSTeminal | UN20  lee  GSTest
HuTest | | Huinux | wuyue

1

Checked Tags Clear

Hu %

Tags/Devices

Content

n N6 (V1.1.0_NB5000001)

Target

Union devices in chosen tags

Hu

Sattings

" Type. Instant Task

Frovaus

Firmware

ZIP

N5_new

v1.3.4_Nadeks000003

o Tags/Devices Push
ChooseTags  ChooseDevices  Import Devices.
sN Merchant
Merchant
- &
B e
B neswenzm
§  ssowoassr
Totad 14 1

66

USER MANUAL | NEXGO CLOUD

NEge

o TagsDevices Push
ChooseTags  Choose Dewices  Impon Devices

1. Get template

Only accepts encel files and less thar

4 Gettemplate

2, Import Excel

Diag the file tvese, of cick upiaad




) NEXGO

< Back  Firmware Details

&

19/May 2023 142344

pr—

package] *

v ‘oemization
Update tme 13/May 2023 14.23:44

[Customization package]
001 [Customization package]

04 [Customization package]

USER MANUAL | NEXGO CLOUD

00 G0

(=] =]

433MB

Q
Creator Create Time Effect Time Installation mode  Push device (am) T Status(an T Task progress Operation
P I ey BN o0
patic A medal Brsw (-]
ML ey B o °

In order to facilitate users to manage firmware, Nexgo provides more free

operation permissions, that is, users can push historical versions of smart firmware

as needed. When there are many firmware, in order to facilitate users to quickly find

the desired firmware, NEXGO provides firmware attention function.

#) NEXGOcous

Back | Firmware Details

A © “Customizaion,
el i oy 2023 U230

ustomization packags|

stornization package

o) NEXGOcioud Back

Firmware Details

\l

15iMay 2023 142344

update tc
Q
Tasii Cresto Cronta Tim Effsct Time Instaliation mode
10003471 pubi e Iemeiate;
0034 ubsic . immefistely
00003470 i Immsdistely
100034 publc  Immediately
20ape 2023
Q
Toskid Creator Effoct Time Instaflation mode

0 0 ¢ O
=T
1M
sovceiam ¥ st T Task progress Operation
Bysm o0
By SN " (-]
Bysm ©
00 0.
/=
s52MB
e Al T sunAn Tosk progress Operation
B (-]

Example: User pushed OTA(V1.1.0_N86000001) to Tag(Hu-Test); then user pushed

OTA(V1.1.0_N86000002) to Tags(Hu-Test & Merchant Test 1), system will close the task for

OTA(V1.1.0_N86000001) for Tag(Hu-Test),

and schedule upgrading tasks for

OTA(V1.1.0_N86000002) for Tags(Hu-Test & Merchant Test 1); lastly user pushed

67



£ NEXGO USER MANUAL | NEXGO CLOUD

OTA(V1.1.0_N86000003) to Tag(Merchant Test 1), system will close the task for
OTA(V1.1.0_N86000002) for Tag(Merchant Test 1), and schedule upgrading tasks for
OTA(V1.1.0_N86000003) for Tags(Merchant Test 1), but for Tag(Hu-Test), it keeps the

executing task -- OTA(V1.1.0_N86000002).

V1.1.0_NB5000003
. \’ V1.1.0_N86000001

5/Aug 2021 17:26:30 o 17.04MB
V1.1.0_NBE000002
dingzhi
V1.1.0_NBE000001
Update time  5/Aug 2021 17:26:30
All
o — = g e —

T |

V1.1.0_N86000003
. B . \' V1.1.0_N85000002

S/Aug 2021 17.27.56 [ 3118
V1.1.0_N86000002
Update time 5/Aug.2021 17.27.56 e

test

V1.1.0_NB600000 1T

al
Push time Instaation mode Group Installed (unit) Status Opération
StAug 2021 172821 General instalation Hu-Test 0 E (0]
SiAug 2021 17:28:21 Ganeral mstatation Werchant Test 1 0 Closed @

Total 2 -

V1.1.0_NB6000003 ’
Update time 5/Aug 2021 17:31:34 \ V11.0_NBG000003

SiAug 2021 17 3134 0 3568

V1.1.0_N85000002
test
V1.1.0_N88000001
Al
Push time Installation mode Group. Installed (unit) Status. Operation
Sihug 2021 173152 Generalinstatation Merchant Test 1 o ; (o)}

Screen Saver

Firstly, system will display the uploaded screen saver list, user can add new

screen saver by clicking button [Add].
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#@) NEXGOcious Screen Saver ®© 00 06 -

System provides different resolution according to device models, after upload

the required pictures, user can preview the results on left part.

Add Screen Saver e [

Preview

Resolution 720°1280(N5_new, N8B, N6, UNZ0, N5_akd

E]|

Click or drag to upload (PNGIPG)

User can add screen saver pictures for different resolutions. At one moment,
only one picture can be edited, if user wants to upload screen saver picture for
different resolution, please click [Confirm] and then click [Add files] to add for other

resolution.
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Add Screen Saver

Preview

* Titie ScreanSaver Test

“Files | Addfiles

72071280 (NS_new. N86. NG&. UN20. N5_old. N5P. N& Counter-top)

@

* Resollion | 720°1440(P200)

Click or drag to upload
(PNGIJPG/MP4)

Less than 5 piece:
shauid be

After saved the pictures, user can push it to devices, the pushing way is
with App.

same

o Tags/Devices

Choose Tags Choose Devices Import Devices

Tag List

© Intersection

N86-Test No-Terminal UN20 lee Gb-Test

Hu-Test Hu-Linux wuyuxi Hu Disglobal-test Mike

ZhuYi wuzuqi_traditioal_models wuzuqgi_smart_models 1

2 Red Blue

Checked Tags

Caneet “
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o Tags/Devices

Choose Tags Choose Devices

Tag List

Import Devices

Hu-Linux
ZnuYi | wuzugi_traditioal_models

Checked Tags

Cancsl

USER MANUAL | NEXGO CLOUD

Boot Animation

Firstly, system will display the uploaded boot animation list, user can add new

boot animation by clicking button [Add].

< Back | Boot Animation

Add Boot Animation e

make ZIP fi for boot animation

Preview

Title

Files

Add fies

* Resolution

O 0 0 0. -

T20"1280(N5_new. N86. N6, UN20. N5_old

Click or drag to upload logo

Click or drag to upload (ZIP)

Cancel Confirm

Please notice the packing rules when generating the animation file (.zip).

The pushing way is the same with screen saver.
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< Back | Boot Animation

Please make sure to name the folder inside the ZIP file with "pic™

Add BOOt An'matlon How to make ZIP file for boot animation?

Preview

Name Updar

B o _ootpng 12, 656 &, 751 png 2020/11/23

B 002009 27. 5% 0, 7% png  2020/11/23

H 00_003.png i 20, 669 13, 685 g 2020/11/23
Pictures =60

P o0 0od.png 12, 413 15, 239 png 2020/11/23
Size of each picture <30KB

B 0 _005.png 24, 306

P o _008.pg 26, 553 19, 004 png 2020/11/23

17, 149 png  2020/11/23

B oo 007png 28, 937 11, 681 png 2020/11/23

o Tags/Devices

Choose Tags Choose Devices Import Devices

Tag List

© Intersection Union

N86-Test N5-Terminal UN20 lee G5-Test

Hu-Test Hu-Linux Wuyuxi Hu Disglobal-test Mike

ZhuYi | wuzugi_traditioal_models = wuzugi_smart_models 1

2 Red Blue

Checked Tags

cancel m
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o Tags/Devices

ChooseTags ~ ChooseDevices  Import Devices

Tag List

© Intersection Union

Checked Tags

Linux App

Nexgo Linux devices also can be managed by Nexgo Cloud system. Different with
android devices, all of Linux devices only support the heartbeat connection, which
means there is no MQTT with Linux devices, so they will access to system by cycle.

Nexgo team provides TMU for packing the Linux app and firmware, developer
should pack the files with TMU before uploading on Nexgo Cloud system, and
normally the packed app is end with [.zip].

Different with android apps, Linux app is working for a specific Linux device
model, so user should choose a single device model when uploading. Nexgo Cloud
will parse the app when uploading, and display the basic information like app name,

version and file size etc.
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Add my App

Agpicable models

Version

The pushing way is same with the Android App pushing.

X
o Tags/Devices Push

Choose Tags Choose Devices Impert Devices

Tag List

© Intersection Union

N86-Test N5-Terminal UN20 lee G5-Test
Hu-Test Hu-Linux WUyUXi Hu Disglobal-test Mike
Zhuyi wuzugi_traditioal _models wuzugi_smart_models 1

2 Red Blue

Checked Tags

cancel m

User can manage the versions of the app in the tab of the app info.
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Same with android app, user can relevant the parameters for the app, user also

can check the pushing records and the details of each task.

Push details

© Processing 01 @ Success 11 @ Failon

SN Status

G500WOD0181 © Success

Linux Firmware

Same with the Android OTA, the Linux firmware file is released/uploaded by
Nexgo team, the distributor users can only check/push it. But user can only choose

the target tags/devices for pushing.
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o Tags/Devices Push

Choose Tags Choose Devices Import Devices

Tag List

© Intersection Union

NB6-Test N5-Terminal UN20 lee G5-Test

Hu-Test Hu-Linux Wuyuxi Hu Disglobal-test Mike

ZhuYi wuzugi_traditioal_models wuzugi_smari_models 1

2 Red Blue

Checked Tags

Faneet “

#f) NEXGOdcious ¢ Back | Linux Firmware Details 00 C O

My Focus. A

\l anzameos [~ |

2022062160205

hpirs = o A o2 Ban 22200555 o 268

ol 2022061710577

Param jpcata tma. 1 *

Fiem

Cenic

Q
Taskid Creator Create Time Effect Time. Pongevcean ¥ sumsan T Task progress. Opecation
FIN10000048 pubic AN 6631+ lmedately Grovp Cines o% -]
FW10000047 publc HA0g2022163642  + Immediately Grovp Cloves % ®
FW10000041 publc 2002022100247 Immediately Grovp cuoses o% ®
FIW10000040 publc 242022094000+ Immediately Group s o [
shaoly Fwiomers ke 2Un 222083908+ Inmedtey mp G " ®

Profile

User can set profile for upgrading, profile means user can filter devices by
tags/models/merchants and set the Apps/Params, and set effect period for update.

Please note the difference of tag intersection and union.
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#) NEXGOciws < Back

@ Home

@ Task Center o 1

@ Task List

& Profile

1. Task Info

8 Device List
£ Tags
® Messages

& Merchants

[ NEXGO Store

@ My Store

& Fiter by tags
@ Shared App
| Fitter by tags
1 App Statistics
Urion
> Me
o x

@ Sub-Distribuidor

@ WebLogs

| Filter by models

Model

N5_new x

| Filter by merchants

Choose Merchan

Test Merchant x

3, Contents

| Apps/Parameters

3, Contents
| AppsiParameters

Added app number 2 , param number 0

x INBAS

* Protie name

2, Conditions

Create Profile

My Prosie

For demo

03

App list

App ist

# Relevant Params

& Remove App

# Relevant Params

8 Remove App e
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r[ LYJuM

' cvsisP & Retavant Params

“I ’ & Remove Anp Gl AisonPOs
S control
oo EERENE
il ;

4, Smart Push
Validate Permanent © Temporary l

202210-1000.0000 ~ 2022-11-04 00-00:00 SN1

SN2

User can set the parameters for each App.

3. Contents

| Apps/Parameters

Added app number 2 , param number 0

INBAS

¥

INBAS20220617001

i \
CVSISP
"n CVSSP202208020023
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EAEAEAEIEN|

& Relevant Params

& Remove App

& Relevant Params

& Remove App

Relvant parameter
Q
3. Contents
File name Create time Remark
SH. ZESHERIRE

Certificate bt 9/0ct 2022 10:49:08 = I Apps/Parameters
disglopaText 80c12022 175421 Added app number 2 , param number 1
123 28/Sep.2022 1420113 zhuzhengao_push
12345 5/Sep.2022 15:36:20

INBAS
Wu-Test3 22/Aug 2022 16:34:21 Wu-Test3

INBAS20220617001
r— 1alAna 2027 173351

Total 22 1 2 3 >
12345 P—-—‘
Cancel Confirm
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After configured profile, user can check the status by clicking the profile card.

o) NEXGO cioue Profile ® © 0 O

Q m

My Profile

W 2

My Profile Condition to sync

Matched devices

The devices which match the condition will get the updates in this profile. Even
user put new devices in the tag/merchant/model, the new devices can also get

updates in this profile.

Services (how to manage AppStore?)

Nexgo Store

User can get Apps from Nexgo store, such as new version of XTMS client App.
When the 3™ developers uploaded Apps in Nexgo Developer Platform, and Cloud

system administrator audited these Apps, system would display them here.
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o) NEXGO crus NEXGO Store O 0 6 0

) » 6& 1 - . p

Turn Your Ideas &% A Global Marketplace ( $ Q * Mass Selection
& Merchants into Business For Merchants A\ s Application .
Featured

= 0 § 8 8

RemoteAssist Terminal care NEXGOStore PAYA
il App Statist
New
Kiosk Mode

User can set kiosk mode and auto-start for multiple Apps in the following Cloud
page. Kiosk mode is for the self-service scenario, user cannot exit this App easily
after enable the mode. However, please rest assured that there are two ways for
users to exit the kiosk mode, refer to [Help] bar in the right of the following Cloud
page. In addition, there is some information is available for users' reference about

kiosk mode on this page.

#f) NEXGO cieus Kiosk Mode ©® 0 C 6w
@ Home
| Settings @ Help
Condiion for kiosk mode
@ Task Center Unlock Password @ m

| Kiosk Apps © Ada
What s kiosk mode?
© This feature only be supported by xtms version 5.3.0 or greater!

) INBAS How to exit kiosk mode?

@ Avoson Avo-stan Auto-start

D Terminal care

Auto-Start
What is the use of App sort?

My Store

Each distributor owns the private app store, there is the client app for app store
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connection. User can manage the carousels and featured apps in the recommend tab

in this page.
0 NEXGO cias My Store O 0 C O

Carousels

Featured apps
A INBAS Demo xtms
Me
New apps
A SubDr \de
2] - "
L1 E

Before the client app connect to system, it’s required to register with the

merchant email.
< 5211 A

Q Search App

Welcome to the App |
Store o * Mass Selection

Application

Email

| Featured More >

xtms
Nexgo Android client ap.

Sign up . UPIPayment
v
This is test
| New More ¥
#  uPIPayment —

[ ]

] -
DebugMode  Recommended Application Mbug Made

User can define the App categories, if this is enabled, the App store of this

distributor will drop the App categories which defined by Nexgo.
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Nexgo app categories will be disabled permanently after enabled

the customize categories, sure to continue?

App Statistics

User can get the overview of App information, such as downloads/data
usage/usage time of each App etc.
Note: This feature requires XTMS client App version greater than 5.1.6 and App

Store client App version greater 2.0.3.

) NEXGO G App Statistics O 0 C 0. -
) Home °
B i App Counts > Total Installed - Active App Counts ")
N + ~
17 233 4
Task Lit
& Profie

%r MyFocus(o) Time stanstcs [Geg] 00w 600ays  S0Days

Downloads Active List ©
Tag: -
ol |

5 Messages

& Merchants

B NEXGO Store

- BictO=Scm@Em O

© My Store

® ‘opsre @ Pushing
. App Activity
@ Shared App

2
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App Statistics

App Activity

‘Bl E@=S -cm@E® O

Active Devices

All Data Usage(MB) Average Data Usage(MB)

App Statistics ° ° C? enurlr-

Cumulative use time(h)

App Name Latest Version

Package Size Updated Time Last Installation Time Cumulative Downloads Installed Devices(Units)
I remoteassist 144 com xgd remoleconirat 15.83M8 2021-07-23 112954 2023-02-16 10.11:31 30
28 4598 2021-10-20 20:20:51 2022-11-21 13:05:36
-
102950 25.64MB 2021-12-31 16:18:52 2022-09-13 17:56:46 2 1
5 RKL 106 com nexga rkiwm 991MB 2022-04-27 14:00:35 2022-08-05 14:57:17 9
LvJumM Lyaum en.nexgo lyjum 141748 2022-07-07 09:04:42 2022-11-10 17:55:52 15

In addition, users can asynchronously download Apps’ statistics. Users need to
select Apps, filter devices, and then waiting for the download task completed. After
downloaded, website will send a message to inform, users can click the message and

download the excel file. Please refer to the following pictures for operation.
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o Select Apps

10.7Mb Demo

AriaSoft POS (1.0.29.50)
256Mb nadeks

2 (1.0)
M.zm.  stsecond

Terminal care (1.1)
14.1Mb The diagnostics client app for nexgo device

14200

30008)

Select Devices

1 selected

o Select Devices

Al Devices

Select Devices

Disglobal-test

wuzugl_smart_modets

Mobilk

Submitted the downioading task. you wil receive a
station message on the website when t's ready. piease
watl
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App Statisties

O i 03
App Counts Total Installed
Y

+r My Focus(§) ~Time Statistics ays 30 Days 60 Days 90 Days
Downloads

1

0

€ L e« S
@ AppStore @ Pushing

App Activity

< Back Download Center

Files
File name
terminal_application_statistics_tabie xisx
terminal_application_statistics_table xisx
terminal_application_statistics_table xisx
terminal_application_statistics._table xisx
terminal_application_statistics_table xisx

terminal_apphcation_statistics_table xisx

Shared App

Type

App Statistics

App Statistics

App Statistics

App Statistics

App Statistics

App Statistics

Export time

2023-04-03 15:12:34

2023-04-03 14:56:02

2023-04-03 14:52.08

2023-04-03 14:48:53

2023-04-03 14:47:47

2023-04-03 144518

USER MANUAL | NEXGO CLOUD

© Success x
terminal_application_statistics_table.xI
sx has downloaded, please click to get
it. . Refer to the details

Active App Counts @

8

e——

Active List @

Status Operate

* Accessibie wnioad

* Accessible Download

* Accessible Download

* Accessible wnioad

* Accessible wnioad

* Accessible Download

User can manage the shared Apps in [Shared App].
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) NEXGO cins Shared App ®O 0 C O
— .
-
“ =
> Q d e 2 l
C TR Touts INBAS
2 [E] - .
RKL Demo Suppo
B

Settings (how to configure device settings?)

Web Logs

User can check the login/operation records in this page. For each tab, the
account/client IP/operation time/operation result is basic information, in operation

tab, the request URL is necessary.

] NEXGO cous Web Logs o0 C¢Co
Tags
. - ¢ Login
P~ P L
®» N
NEXG
" Pubiic L
-+ o
%3 Login
- Pubiic Logi
" Pubiic Logi
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o NEXGO cuus Web Logs o 0

e
o

B Public New Task of Android App
B Public New Task of Android App

B Public New Task of Android App

System Settings

User can set [Heartbeat Cycle], enable [Location] and can set [Connection

Period].

#f) NEXGOciouws System Settings 0O 0 ¢ O

For the devices which installed App Store client, it would check update from

Cloud system after enabled [Check Update] in [AppStore Settings].
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(=}
(]

o) NEXGO coua System Settings 0 °

Regarding the [XTMS client App Settings], all of these settings are not real-time
effects, that means after finish the settings, device will get them in next heartbeat

request, then affect to next-next heartbeat.

e
-]

¢ NEXGO clous System Settings o0

[Wi-Fi Only]: If user enabled this, devices will get updates only connected to Wi-
Fi, otherwise devices will get updates no matter SIM card or Wi-Fi module.

[Heartbeat Cycle]: Only working for Android devices. The minimal heartbeat
cycle is 5 minutes, the maximal heartbeat is 6 hours.

[Location]: Default value is [Disabled], please enable it manually when user
wants to use it. If user disabled this option, the device will not upload the location
information to Cloud system, and in the device details page, system will not display

location and Geo-Fence module, the [Device Map] menu will not display also.
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000G 0.

Q) NEXGO cieus

N50007U6917

sk List Appications Task Detaits Operation Logs

Device location Remote lock g

XAP 0S

Fimware v1.39_WM000003

& 1 ar
Language Engish
(3 45117.97.148
iccip

My Store 5

IMEI 862726034372083
Time zone

il App Statistics

XTMS Client Version

FAQ

1. How to check the XTMS client version?

:19m Biva

e

Update

Current version v1.3.0_NB6100203
Update time 2022/06/26

No Update

Local
update

Online
update

UpdateTime : 2023-02-21

0 packages in
the local

Current version v1.3,0_N86100203

Update time 2022/06/26

2. How to check the update server?

11:19em B & 11:19pm 8" 11:19em
Update
< Update {0} € Settings
css ffg
Update Server nupsy/cloud nexgoglobal >
665/
Download Setting >
Reboot Setting Close >
Current version v1.3.0_N86100203 e N
Update time 2022/06/26
Calculator No Update
I Online Local
update update
Current version v1.3,0_.N86100203 0 packages in “
the local

Update time 2022/06/26
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3. How to check the certificate for app signature?

528 & BewH 520 B BowH 520w @ wewa 5280 8 niwa
Settings € Security & location € Encryption & credentials € Settings
now s nouncanen coment
Ba Encryption ADD CERTIFICATE VERSION
100% Privacy
ERcpEpass) No certificate
Display Location Echies
Wallpaper, sleep, font size on
. Credential storage
C"Idm progles‘ ; Show passwards
folumes, vibration, silent Display characters brieflyas S Storage type
you type Hardware-backed
Stora
76% used - 1.79 GB free
Device admin apps
) Security & location No active apps
& screen lock
Encryption & credentials Trusted credentials
Accounts S Display trusted CA certificates
No accounts added L
. User credentials
Accessibility View and modify stored credentials
Screen readers, display, interaclian S g Mo Dabug Mods Dabug Mode
L] . “ . . < . . < [] . <

4. How to implement automatic signature?

User can get App ID and Secret Key from the SMS platform and configure them

on Nexgo Cloud.

Engish  BEEE O

®OR

aisco permissions @) 4=
APPID: 00285

secretkey:  €631d81210e14c0fab8812bc51827bdd

Signature Information

signed Automatically (@D
“ApRID 00269

SecretKey 1901756669 dde1 78147 \
Agnature” module of M n ne

5. After we configured parameters for applications, how to find the path in our
devices?
Taking the RemoteAssist application as an example:
N3: /storage/emulated/0/xtms_param/app/com.xgd.remotecontrol

90



:<l NEXGO USER MANUAL | NEXGO CLOUD

N86: /N86/Internal shared storage/xtms_param/com.xgd.remotecontrol

Noted: When we first push an application and relevant parameters together, the
path will be automatically created. But if we were just pushing an application for the
first time, it cannot be automatically created, only after pushing parameters to the

application will it be automatically created.
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